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Zusammenfassung

Dieses Projekt zielt darauf ab, i) innovative Methoden für die datengestützte Fehlererkennung und -
diagnose von Stromnetzanlagen zu erforschen und ii) die Entwicklung von Algorithmen für die Wartungs-
planung zu unterstützen. In diesem Projekt wurden drei Hauptanlagen betrachtet, nämlich Stromleitun-
gen, Isolatoren und Leistungstransformatoren. Das Projekt nutzte eine Vielzahl von Daten (Strommes-
sungen, Luftbilder und Gaskonzentrationsmessungen), die vom Industriepartner gesammelt wurden,
sowie verschiedene Modelle zur Musterextraktion. Modernste physikalisch basierte Modellierung, evo-
lutionäre Algorithmen, Deep-Learning-Architekturen, probabilistische Methoden und Transfer-Learning
wurden eingesetzt, um die Merkmale realer Daten wie Unvollständigkeit, Unsicherheit, Variabilität und
begrenzte Datensatzgrößen zu berücksichtigen. Letzteres stellt eines der Haupthindernisse bei der
Anwendung von Machine/Deep Learning für die Diagnose von Anlagen im Stromnetz dar. Die Projek-
tergebnisse haben gezeigt, dass bestehende maschinelle Lernmodelle bei der Durchführung von Anal-
ysen auf Komponentenebene sehr genau sein können, vorausgesetzt, es sind ausreichende und quali-
tativ hochwertige Daten verfügbar. Die wichtigsten Ergebnisse dieses Projekts sind fünf Forschungspa-
piere und drei Tools, die unserem Projektpartner Swissgrid AG zur Verfügung gestellt wurden.

Résumé

Ce projet vise à i) explorer des méthodes avancées pour la détection des défauts et le diagnostic des
composants du réseau électrique à partir de données et ii) soutenir le développement d’algorithmes
de planification de la maintenance. Trois composants principaux ont été pris en compte dans ce pro-
jet, notamment les lignes électriques, les isolateurs de pylônes et les transformateurs de puissance.
Le projet a utilisé une multitude de données (mesures de courant, images aériennes et mesures de
concentration de gaz) acquises par le partenaire industriel, ainsi que divers modèles d’extraction de
modèles. La modélisation basée sur la physique, les algorithmes évolutionnaires, les architectures
d’apprentissage profond (deep learning), les méthodes probabilistes et lapprentissage par transfert
(transfer learning) ont été adoptés pour tenir compte des caractéristiques des données du monde réel,
telles que l’incomplétude, l’incertitude, la variabilité et la taille limitée des ensembles de données. Ce
dernier point constitue l’un des principaux obstacles à l’application de l’apprentissage automatique et de
l’apprentissage profond au diagnostic des composants du réseau électrique. Les résultats du projet ont
révélé que les modèles d’apprentissage automatique existants peuvent être très précis dans l’exécution
d’analyses au niveau des composants, à condition que des données suffisantes et de haute qualité
soient disponibles. Les principaux résultats de ce projet sont cinq articles de recherche et trois outils
livrés à notre partenaire de projet Swissgrid AG.

Summary

This project aims to i) explore advanced methods for data-driven fault detection and diagnostics of power
grid assets and ii) support the development of maintenance scheduling algorithms. Three main assets
were considered in this project, namely power lines, tower insulators, and power transformers. The
project used a host of data (current measurements, aerial images, and gas concentration measure-
ments) acquired by the industrial partner along with diverse pattern extraction models. State-of-the-art
physics-based modeling, evolutionary algorithms, deep learning architectures, probabilistic methods,
and transfer learning were adopted to account for the characteristics of real-world data such as incom-
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pleteness, uncertainty, variability, and limited dataset sizes. The latter proves to be one of the main
obstacles in applying machine and deep learning to power grid asset diagnostics. The project results
revealed that existing machine learning models can be highly accurate in performing component-level
analyses given that sufficient and high-quality data is available. The main outputs of this project are five
research papers and three tools delivered to our project partner Swissgrid AG.

Main findings

Three types of power system assets were considered in the project – transmission lines, transmission
tower insulators, and power transformers - that are part of the transmission system of the grid and crucial
in ensuring reliable power supply. Machine learning (ML) and deep learning (DL) algorithms were used
to assess the state of operation (e.g., healthy, unhealthy, etc.) of the individual components.

1. Transmission Lines: Deep neural networks coupled with a physics-based model of transmission
lines can be used to detect faulty segments. The physics-based model acts as a digital surrogate
of the physical line and the deep neural network performs advanced pattern extraction to detect
the operation state accurately. The robustness of the deep neural network models to uncertainty
can be improved by adopting probabilistic models, resulting in more reliable models.

2. Transmission Tower Insulators: Computer vision-based object detection models can be used to
detect healthy and faulty insulators in transmission tower insulators from aerial images captured
by drones. The performance of fault detection can be improved with a two-stage approach that
first uses an object detection model to identify assets followed by an anomaly detection model that
can distinguish between healthy and faulty assets. An anomaly detection model in the second
stage additionally offers the ability to perform fault detection in the presence of very few faulty data
points.

3. Power Transformers: Statistical and machine learning models can be used to detect the state of
health of a transformer using various measurements and recorded past events. Dissolved gas
analyses performed on Swiss power transformers serve as the main data set for training and test-
ing models. The lack of true labels can be to some extent overcome by developing conventional
methods. In particular, conventional methods can be used to identify the type of faults in a trans-
former. These outputs can be used to train a machine learning model.

Main outcomes

The main outputs of this project are i) five research papers (see Section 8) and ii) three tools were
delivered to the project partner Swissgrid AG:

• Object detector model that can be utilized to detect insulators from tower images
• Algorithm that encompasses all of the relevant conventional methods for transformer fault detection

and diagnostics from DGA data
• Trained ML model for transformer fault detection and diagnostics from DGA data
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1 Introduction

1.1 Background information and current situation

The power grid is a longstanding national critical infrastructure, which after going through decades of
geographical expansion and technological improvement, is facing the challenge of aging components.
Until now, conservative maintenance schemes of the second generation, referred to as preventive main-
tenance, are used, where assets in the infrastructure are maintained according to a fixed schedule.
While aiming to avoid unplanned outages, these maintenance schemes are expensive. Moreover, a
fixed schedule of asset maintenance can result in healthy assets being subjected to unwarranted mainte-
nance routines, and unhealthy assets in active operation, risking faults and outages. Budget constraints
for owners of transmission and distribution systems along with the need for a more reliable approach to
asset maintenance pave the way for third-generation maintenance schemes, referred to as predictive or
reliability-centred maintenance schemes. This project aims to develop predictive maintenance solutions
for system operators at a component level. The project considers three components; a brief discussion
of the state-of-the-art health monitoring techniques for these assets is provided below.

1.1.1 Power transmission lines

Overhead transmission lines are one of the most critical assets in the power transmission infrastructure.
They are often subject to fluctuations in the environment such as daily and seasonal variations in humid-
ity and temperature, as well as rain, wind, lightning, and other weather phenomena. These conditions
can deteriorate the electrical properties of lines as well as the supporting structures on towers, i.e., in-
sulators, thereby weakening the insulation of the lines and causing a current flow from the high voltage
conductor to the ground via the outside surface of the insulator [1]. This so-called leakage current from
the lines ultimately leads to short circuits and to the loss of power supply [2]. Detection of such abnormal
operating conditions, i.e., faults in transmission lines is therefore crucial to ensuring a reliable supply of
power and has been extensively studied in the literature [1, 3, 4].

Faults in transmission lines are typically short circuits and are categorized as line-to-ground (short
circuit between a line and ground) and line-to-line (short circuit between two or more lines) [5, 6]. Many
techniques are proposed in the literature to detect and locate different types of short circuit faults in
transmission lines [3, 5]. The conventional methods in the literature broadly employ impedance-based
or traveling wave-based techniques. Impedance-based techniques detect and locate a fault on the
basis of changes in the line impedance during the fault from current and voltage measurements [7, 8].
Traveling wave-based techniques make use of the traveling wave created by the fault and use time of
arrival at measuring stations to locate the fault [9, 10]. In addition to conventional methods, several signal
processing and data analysis-based methods have been proposed for fault detection. These methods
involve the use of S-transform, Hilbert Transform, and alienation coefficient [11], entropy of signal [12]
and curve fitting and principal component analysis [13].

Extensive advancements are made in the utilization of machine learning (ML) methods for prognostic
and health monitoring of structures, systems, and components [14, 15]. In particular, there is increas-
ing interest in the development of ML methods for monitoring and fault detection in power grids. Early
attempts made use of a support vector machine (SVM) for detecting faults and differentiating them from
power swings [16]. The authors in [17] use relevance vector machines as a parsimonious alternative
to SVMs with similar performance. Neural networks are applied to predict imminent failures based on
the current system state in a smart power grid [18]. Furthermore, deep neural networks consisting of
long short-term memory (LSTM) units are used to capture differences in the temporal pattern of mea-
surements during healthy and faulty operation and detect and classify different types of fault [19]. The
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work in [20] uses LSTMs to detect, classify, and locate the different types of faults. Hybrid deep neural
networks with convolutional neural network (CNN) modules along with LSTM modules have also been
proposed for processing of frequency response for fault detection and localization [21]. The authors
in [22] used probabilistic neural networks to detect and classify faults and reported significantly less
requirement of data with performance comparable to contemporary works. The literature has also pro-
posed hybrid methods that combine signal processing, data analysis, and machine learning for fault
detection and localization. For instance, the work in [23] performs wavelet transform of the data and
uses the resulting images as inputs to capsule neural networks to detect and classify faults. This ap-
proach was modified to process the Gramian angular field with a self-attentive capsule network that
allowed for the diagnostics of the fault [24]. The wavelet transform has also been combined with support
vector machines [25], extreme learning [26], and neural networks [27] for fault detection and localiza-
tion. A detailed review of the different methods and algorithms used for fault detection and localization
in transmission lines can be found in [5, 6, 28].

The vast majority of the ML in the literature target the detection and localization of short circuits.
Such an approach allows the transmission system operator to take corrective maintenance actions after
the occurrence of the fault. However, detecting the fault early can help remove the fault before it trig-
gers protection activation and thereby line disconnection. Such a predictive maintenance approach can
help in the planned replacement of excessively degraded components, and therefore, avoid unplanned
outages. In this regard, the authors in [29] employ the frequency spectrum of the leakage current and
the relative magnitude of different harmonics to monitor the lines online. A physics-based model of a
real line is developed and used to simulate different faults by introducing different values of capacitance
in the line. The harmonic component of the leakage current, computed using the Fast Fourier Trans-
form (FFT) is then used to train a feedforward neural network (FNN) for detection and localization of
faults of different magnitudes. The neural network predicts the location of the fault and the associated
capacitance. The impact of environmental conditions on the insulation properties of transmission lines
is studied in [30] and a method of monitoring the quality of insulation was proposed. A model of the
transmission line is proposed to replicate different faults by changing the capacitance, and a compari-
son of the simulated and measured data allows for the detection of faults at an early stage. The work
presented in [31] performs qualitative trend analysis of the harmonics of the leakage current, followed by
approximating the trend with polynomial expressions. A Naive Bayes model is then used to detect faults.
The results reveal that the approach is able to detect and localize multiple faults present simultaneously
in the system.

The presented ML methods for the detection of leakage current for predictive maintenance have
at least one of the following drawbacks. First, the lack of detail on the physics-based model in the
previous works makes it extremely difficult to replicate such a model. Second, the localization of faults
is formulated as a regression problem, and the classification formulation is not explored. The synthetic
data generated from the model can only generate faults in discrete segments, not as a continuous
location along the line. Furthermore, from a practical perspective, the problem of localization of degraded
insulators is discrete because they are located on spatially fixed towers. Therefore, such a problem is
inherently a classification problem, and posing it as regression can result in reduced performance. Third,
the machine learning model used is a very basic version of neural networks and does not exploit the
latest developments in deep learning. Moreover, the work in [29] makes use of only 41 samples to
train their neural network, which renders the model prone to overfitting. The work in [31] uses a Naive
Bayes classifier, which inherently assumes that the different variables in its input are independent of
each other. This assumption cannot be verified with the spectral components of the leakage current as
input to the classifier. As a result, the performance of the model can be poor despite a validated physics-
based model. Finally, the articles in the literature make use of hand-crafted features, for example,
spectral information of the harmonics in leakage current, and do not exploit the powerful automatic
feature extraction capability of deep neural networks.

It is also important to note that obtaining data to train DNN models is not always possible. As
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a result, physics-based or data-driven models are used to mimic the behavior of the system under
different operating conditions and generate synthetic data. However, the resulting DNN models for fault
diagnosis are trained with only a digital approximation (digital twin) of the underlying system. Digital
twins are developed with a finite amount of data collected from the system and can have uncertainty in
their structure and/or parameters. In certain instances, this data can be limited in accurately capturing
the dynamics of the system, while in others, data corresponding to different operating states of the
system might not be available. This can accentuate the inaccuracies in correctly replicating the system
dynamics, causing a mismatch between the data seen by the DNN at the time of training, and the data
it encounters at the time of deployment.

The mismatches between the training and deployment data can expose the DNN to out-of-distribution
(OOD) samples, resulting in incorrect predictions. This motivates the need to quantify the reliability of
the DNN model for the correct interpretation of its predictions. UQ in these situations provides additional
information regarding the confidence of DNN’s predictions, which can be used to inform downstream
decision-making. Specifically, a highly confident prediction of the DNN can be interpreted as being
reliable, while poor confidence can point to OOD data encountered by the model. This information
is useful in two aspects - (1) it can be used to suggest the end-user exercise caution in downstream
decision-making, and (2) such OOD data can be recorded to fine-tune the model further and improve its
performance in the future. This article caters to this cause and proposes a system-agnostic framework
for UQ of DNNs built from digital models of real-life systems.

1.1.2 Power transmission insulators

Power transmission insulators are an important component of the transmission system and play a key
role in ensuring a reliable supply of power [32]. They act as a bridge between transmission lines
and transmission towers allowing for physical support, while preventing leakage of current through the
tower [1]. Much like other components of the transmission grid, they are subject to day-to-day variations
in operation caused by fluctuating demand and generation, as well as extreme environmental conditions
such as lightning strikes, wind storms and rain. These factors, in addition to the deposition of dust,
rising daily temperatures and rapidly changing weather conditions deteriorate the quality of insulation,
thereby allowing current to leak [3, 4]. The leakage current can worsen over time and ultimately result in
a protection device activating and disconnecting the line [2]. Therefore, regular insulator inspection and
maintenance is important to ensure reliable operation of the system [33].

There is an increasing interest in exploiting powerful deep learning models to perform automated
monitoring of the health of insulators. One class of these studies relies on patterns manifested in mea-
surements of current (or derivatives thereof) from multiple towers and makes use of machine learning
and deep learning methods for pattern recognition [34]. The second class of studies, and the topic
considered in this article, involves the collection of aerial images of insulators and using deep learning
models to detect and classify faulty insulators. Such an automated process reduces the reliance on
human experts to inspect insulators and the associated costs and human errors. This also increases
the safety of the data acquisition process, which involves controlling a drone from a distance instead of
physically climbing the tower to collect the images.

Several articles in the literature have developed machine learning and deep learning-based solutions
for assessing the state of insulators from aerial images. The authors in [35] use saliency maps for image
segmentation with 200 images through static local and global feature extraction. A weighted combination
of the local and global saliency maps is used to extract insulators in an image. A Faster RCNN object
detection model is applied to detect three different types of insulators in [36]. A dataset with 1000 images
for each type of insulator is used to train the model, which is then tested on 500 images of each type of
insulator. The authors also carry out fault detection with missing caps of insulators with the model, which
is trained with 80 images and tested on 40 images, yielding 92% precision. The Single-Shot multi-box
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Detector (SSD) is utilized in [37] to detect healthy and faulty insulators. The model is trained with 385
images and achieves a precision of 92.48% on a test dataset of 100 images. The authors in [38] employ
a modified object detector inspired by the highly successful You Only Look Once version 2 (YOLOv2)
model to detect missing disks in insulators. The authors compile a dataset of 4031 images and use
modified YOLO models to achieve a detection precision of 94.2% for insulators with single missing
disk and 98.3% for insulators with multiple missing disks. Similar approaches that modify the model
architecture to improve detection performance are proposed in the literature [39, 40, 41, 42]. In [43],
the authors use bounding boxes instead of rectangular boxes to closely capture an insulator, thereby
allowing a neural network to learn the features relevant to the insulator with minimal interference from
the background. The work uses a dataset of 3700 images and trained a Faster RCNN model to detect
healthy and faulty insulators (with missing disks) and achieved a precision of ∼ 90% for the different
subsets of their dataset.

Despite the above advances, key challenges still remain unexplored. First, research on differentiating
between healthy and unhealthy insulators focuses only on detecting missing caps. However, insulators
can also have discolored disks as remnants of electrical flashes and broken disks caused by physical
damage. The knowledge of these damages is important for the operator to assess the state of health
of insulators and prioritize maintenance activities. Detecting discoloration patches and irregular disks
shapes is much more difficult than detecting the presence or absence of the entire cap. This is because
the patterns in the former case are finer and confined to a smaller region in the image (on the disk) while
the patterns in the latter case are much more pronounced and span a relatively larger portion of the
image. The ability of deep neural network models to capture these nuances and detect difficult patterns
on insulators is not researched in the literature.

Second, the vast majority of the literature tackles the problem of fault detection from the perspective
of model design, and little effort has been made to augment the richness of the data used to train and
evaluate these models. While the development of models for traditional computer vision applications has
immensely benefited from benchmark datasets such as Imagenet [44] and MS-COCO [45], inspection
of insulators from aerial images faces the challenge of limited data availability in the public domain.
Consequently, a large number of insulator inspection models are trained with only one dataset, which
is also the target dataset intended for deployment of the model, limiting analysis of the generalisability
of models. In such scenarios, the network sees only limited variability in terms of the background and
features of objects in the foreground (e.g., different colors of insulator disks, different number and density
of disks in the insulator, different types of discs/insulators, different positions of the insulators, etc.). The
development of a rich dataset that can improve the features learned by the model has not been studied
in the literature.

Third, components such as Stockbridge dampers, bird nests, and overgrowing vegetation are impor-
tant to be inspected from a monitoring and maintenance perspective of the system operator. Although
there have been studies to detect these objects, in particular, bird nests [46, 47] and overgrowth of sur-
rounding vegetation [48], the development of a single model capable of detecting a multitude of these
objects has not been extensively studied in the literature. Such a multi-object detection model provides
a compact way of inspecting multiple assets in an image.

Fourth, class imbalance and size imbalance can be major challenges impeding the detection of
smaller and infrequently observed objects, i.e., flashed and broken disks. Thus, while object detection
models can simultaneously detect multiple objects in an image, their performance is still limited by
the volume of available data. This poses a challenge to automating the inspection process for a well-
functioning grid since the vast majority of insulators will be healthy. Thus, this challenge cannot be
tackled through the collection of more images and requires methodological improvement.
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1.1.3 Power transformers

Power transformers are one of the most essential and costly assets of power systems [49, 50]. Failure of
the transformer may lead to high repair costs or, worse, irreversible internal damages [49, 50]. Further-
more, failure can result in power supply interruption, causing loss of profit for plant owners and electrical
energy shortage on the demand side [50]. Therefore, an urgent need is given to monitor the transform-
ers’ health, detecting and classifying faults at an early stage and taking the the necessary maintenance
actions. The academic literature offers multiple approaches and tools for transformer health diagnos-
tics, including conventional methods, Artificial Intelligence (AI), and advanced Machine Learning (ML)
methods. Different tests of the transformer are used to collect data and thus detect and classify faults.
Dissolved Gas Analysis (DGA), Frequency Response Analysis" (FRA), oil quality test, and "Partial Dis-
charge" (PD) monitoring are among others, examples of commonly used techniques. For DGA fault
diagnostics approaches fall into two categories, rule-based methods and ML methods [51]. Since rule-
based methods such as the Duval triangle [52] or the Doernenberg [52] ratios method do not guarantee
high accuracy, recently, more academic work has focused on ML-based methods [51]. Many different
approaches in literature use DGA datasets for the training of ML algorithms, that learn to detect and
classify fault types [53, 50, 54].

DGA alone may not be sufficient to evaluate the health of a transformer for various reasons. Some
pre-failure conditions do not cause gas production, on the other hand, not every increase in gas concen-
tration indicates a fault [52]. Therefore, more information provided by other tests is needed. ML-based
techniques for tests other than DGA are less present in the literature. Those focusing on PD monitoring,
aim to distinguish between noise and PD or to classify the type of discharge [55, 56]. However, most
work dealing with PD monitoring in combination with ML algorithms uses data from experimental setups
instead of real-world data [55, 57] that can be typically obtained by transformer operators. FRA belongs
to one of the most well-established diagnostics techniques with high accuracy. In [58], the authors use
ML approaches to increase the comprehensibility of the results and thereby decrease the level of ex-
pertise costs [58, 59]. In [60], AI is used to determine the electric parameters of a transformer using
FRA.

Combining the results of tests enables the assessment of the health condition of the transformer.
The main approaches to represent the status are the Health Index (HI) and Remaining Useful Lifetime
(RUL). With the HI, the condition of the transformer is usually ranked within five categories from very
bad to very good. This might be done in a conventional fashion, by weighting different test results and
summing them to a final output that is then ranked within the condition states [61]. More advanced
methods that use fuzzy logic or Bayesian networks to determine the HI are presented in [62, 63]. The
RUL estimates the investigated transformer has a lifetime until irreversible failure [64, 65].

Several review papers are found in the literature, each focusing on different aspects of a power trans-
former health assessment. In [66] the authors summarize different conventional methods used to assess
a transformer’s condition based on the results of a DGA. In [67] the authors review advanced methods
for DGS analyses, including fuzzy logic, evolutionary optimization-based approaches, and neural net-
works. In [68], the authors review several approaches toward predictive maintenance, however, these
are general and do not have a focus on power transformers. The majority of the literature focuses on
DGA data to detect faults and perform fault diagnostics in transformers. We have reviewed 119 papers
with ML-based interpretation of DGA data. Overall, the literature shows that both conventional and ML
methods are able to identify patterns in DAG data and achieve acceptable accuracy.
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1.2 Purpose of the project

The purpose of this project is to explore the field of predictive maintenance for power system appli-
cations. Therefore, we aim to develop data-driven component-level algorithms that enable early fault
detection and diagnostics. Such research will equip us with knowledge of the methods and the data we
need to develop tools for practical application in the domain of power system safety.

1.3 Objectives

The main objective of this project is to develop advanced tools and methods for data-driven fault detec-
tion and diagnostics of power lines, insulators, and transformers. The developed tools that show promise
for practical applications are to be further tested and used by the TSO operator of Switzerland.

1.3.1 Power transmission lines

We answer the following research questions for power lines: i) can the leakage current be reproduced
with a physics-based model; (ii) is the leakage current a useful indicator to accurately locate faulty
insulators; and iii) which ML method provides the best accuracy? The contributions are fourfold:

1. Physics-based model of real power line: A detailed easy-to-replicate physics-based model of an
electric power line is developed. This model is calibrated with data from a real power line between
Avegno and Gorduno.

2. Fault diagnostics with synthetic data: The physics-based model is used to synthetically gener-
ate healthy and faulty operation data for the line. This data is used to train several neural network
models and presents a comparison of their performance.

3. Probabilistic deep learning: The synthetic nature of the data is acknowledged and probabilistic
neural networks are trained to achieve better robustness to uncertainty in the data generating
process. Uncertainty quantification is performed to capture the uncertainty and train more robust
models
(a) aleatoric uncertainty is quantified with (i) explicit propagation of uncertainty and (ii) implicit

prediction of uncertainty. The former approach can be used when uncertainty in training data
is available, while the latter can be used without such information.

(b) epistemic uncertainty is quantified with the popular Monte Carlo Dropout approach.
We calculate the performance of probabilistic and deterministic models on data generated from
different instances of the physics-based model. In addition, we evaluate the robustness of the
DNN models to out-of-distribution (OOD) samples.

1.3.2 Power transmission insulators

1. Object detection tasks for asset inspection and incipient fault detection: Three object de-
tection tasks are formulated with increasing complexity, i.e., detection of insulators, diagnostics
of incipient faults, and detection of multiple objects of interest, to evaluate and compare state-
of-art object detection models for asset inspection. Diagnosing incipient faults is a much more
difficult task than the previously studied in the literature. In addition, it also provides information
on the nature of faults, which is important in practice for transmission system operators for system
assessment as well as repair and maintenance scheduling.

2. Preparation of a reference dataset: A large dataset from multiple sources that have made their
respective datasets publicly available is curated. These datasets contain images of transmission
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towers with multiple objects of interest, such as insulators, Stockbridge dampers, and bird nests.
Such a database with images collected by different agencies in multiple countries inherently ex-
hibits a high richness in terms of foreground and background features.

3. Models for asset inspection: Four popular object detection models to perform the three detection
tasks with the reference dataset. Fine-tuning of the models to a small target dataset from Swissgrid
with transfer learning is performed and comparing the performance with a model trained from
scratch only on the target dataset.

4. Sensitivity analysis: Different sizes of training datasets were used for fine-tuning a pre-trained
model to study how well the models perform under data scarcity.

5. Anomaly detection: The detection of flashed and broken disks is posed as an anomaly detec-
tion problem and a state-of-the-art explainable one-class classification-based anomaly detector is
adopted. This model takes images of disks as input, which can be generated beforehand by an
object detection model. The performance of this approach is studied with two datasets of different
sizes, i.e., in data-abundant and data-scarce scenarios. The use of data from both datasets to
improve the performance of the model in the data-scarce scenario is studied.

1.3.3 Power transformers

For transformers, we answer the following research questions: i) which data is needed to train ML models
for fault identification and classification; ii) how ML models perform; iii) how to cope with low data entries
and the lack of certain labels.

1. Preparation of a data set: The main challenge here is to obtain reliable and high-quality data.
Since we focus on DGA data, it is likely that 1) the transformers operated in one country differ from
those in other countries, and 2) the measuring accuracy standards may differ. These challenges
can be overcome by collecting data from transformers operated in similar conditions and DGA is
performed by accredited institutions.

2. Labeld data set: Often the labels, i.e., the fault detection (healthy, faulty) and fault diagnostics
(partial discharge, thermal faults) are not known. To confirm the correct labels a thorough inspec-
tion often needs to be performed by experts. Therefore, reliable labels are often not available. In
this study, we face the lack of accurate labels.

3. Model devlopement: We develop both conventional approaches and ML models to identify 1) if
a transformer is healthy and 2) if not, what is the type of fault. The conventional approaches are
used to identify the initial labels, while the ML approaches are trained on such data.

2 Power transmission lines

We adopt two approaches for fault diagnostics of power lines. First, we build a physics-based model
of a real-life power line, calibrated with data collected from the system. This model acts as a surrogate
model of the line and is used to simulate different operating conditions of the line. We then use the
simulated data to train a host of deep learning models that identify the faulty segments of the line. We
note that the physics-based model is calibrated with data from a healthy system and used to generate
synthetic data for healthy and faulty conditions. Thus, the data generated for faulty conditions can have
more uncertainty than those for healthy conditions. In order to account for this uncertainty, we also train
probabilistic deep learning models that can learn parameters in an uncertainty-aware manner.



15/70

2.1 Methods for fault power lines fault detection and classification

Here, we present the methods we use for fault detection and classification in power lines.

2.1.1 Physics-based modeling and calibration

Figure 1 shows the modeling approach we developed to build a physics-based model of power lines.
This approach is applicable to any high-voltage line and herein we utilize it to build a physics-based
model of a 220 kV power line that connects the nodes Avegno and Gorduno located in the Swiss extra-
high voltage power grid (Figure 2). The length of the transmission line is 26.53 km and it consists of 26
segments (Table 1). The line characteristics per unit length are, respectively, resistance r = 0.072 Ω/km,
inductance l = 1.367 mH/km, and capacitance c = 9 nF/km. Furthermore, to account for the insulator
resistance RI a value of 6 MΩ is adopted according to [69]. Table 1 shows the modeled Avegno-Gorduno
segments, including the segment length, the number of towers, and the type of insulators.
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Figure 1: A graphical description of the physics-based model of the Avegno and Gorduno power line. CS
stands for current source, VS stands for the voltage source, and CM stands for current measurement.
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Figure 2: The modeled 220 kV Avegno-Gorduno line [70].
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Table 1: The segments of the 220 kV Avegno-Gorduno line.

Segment Length (km) Towers Type of Insulator

1 0.773 2 new chains
2 1.177 5 old chains
3 0.38 2 new chains
4 0.78 1 old chains
5 1.781 6 new chains
6 0.764 3 old chains
7 0.919 2 new chains
8 1.116 4 old chains
9 1.122 2 new chains
10 1.15 3 old chains
11 0.413 1 new chains
12 0.329 1 old chains
13 2.241 6 new chains
14 1.045 3 very new chains
15 1.045 3 very new chains
16 1.045 3 very new chains
17 1.045 3 very new chains
18 1.045 3 very new chains
19 1.045 3 very new chains
20 1.045 3 very new chains
21 1.045 3 very new chains
22 1.045 3 very new chains
23 1.045 3 very new chains
24 1.045 3 very new chains
25 1.045 3 very new chains
26 1.045 3 very new chains

The line model is developed in MATLAB Simulink [71]. Each segment is modeled with two modules,
RL branch and RC branch, as shown on the right-hand side of Figure 1 (Line segment block). The
RL component consists of resistance R(i) and inductance L(i) connected in series. The RC component,
which represents the line insulation, consists of resistance RI and capacitance C(i) connected in parallel.
The R(i), L(i), and C(i) for each segment i (i=1,2,3...,26) are calculated from the parameters of the line,
e.g., R(i) = r ∗ length_segment(i). The leakage current, which is simulated as the flow of current through
the RC component to ground, is measured for each phase (a, b, c) via the current measurement (CM)
blocks in Figure 1. The total leakage current simulated with the model is calculated as the sum of the
simulated leakage currents of all the segments. The change in the values of the RC component at a
given segment directly affects the leakage current at that segment. This allows for the creation of a
synthetic data set that represents different states of health of the insulators along the power line.

The line model is fed with the time series of the current and voltage at Avegno and Gorduno. The
time series are obtained by two GPS-synchronized power system phase measurement units (PMUs),
which take the measurements at both ends of the line with a sampling frequency of 8 kHz. Note that
there are no measurements at each segment denoted by Figure 1. Since the measurements are subject
to errors, the measured data is smoothed to minimize measurement noise. In total, 1 second of mea-
surement data, i.e., 8000 data samples of current and voltage of each phase are separately loaded into
the system as shown in the left side of Figure 1 (Input signals block). The current and voltage data sets
are connected to controlled current and voltage sources, respectively. These sources convert the input
signal data into equivalent currents and voltages. Furthermore, a three-phase series RLC (Rp, Lp, Cp)
branch is added to simulate the internal impedance of the source. This also offers additional parameters
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for model calibration. The line model is executed in discrete mode, with a sampling time of 0.125 ms
(i.e., equivalent to 8 kHz sampling frequency).

In addition to simulating the leakage current with the physics-based model of the line, the measured
data is also used to calculate the leakage current, i.e., measured leakage current. This allows for direct
comparison and quantification of the accuracy of the developed model. Figure 3(a) shows one period
(0.02 seconds) of the simulated and measured leakage currents for one of the phases1. Figure 3(b)
shows the frequency spectrum of the simulated and measured leakage currents for the same period.
Although the waveform of the simulated current is similar to the measured, there is a significant discrep-
ancy between them, which is also reflected in the relative magnitudes of the harmonics where we can
observe high mismatch for certain components.

We resort to model calibration to improve the alignment between the simulated and measured leak-
age current. As calibration parameters, we can use Rs, Ls, Cs, and Ri of each segment and Rp, Lp,
Cp of the simulated voltage and current input sources. For the 26-segment line, there are a total of 110
calibration parameters. A sensitivity analysis of these parameters revealed that Cs of all branches and
the Rp, Lp, Cp are the most important parameters for model calibration. Thus, we reduce the number
of calibration parameters to 32. However, manual calibration of these parameters still remains an im-
practical option. For that reason, we have coupled the physics-based model of the Avegno-Gorduno line
with a genetic algorithm (GA). The purpose of the coupling is to perform optimized calibration of the line
model. The execution of the coupled algorithm begins with the creation of a random population of size
p, with each candidate in the population containing 32 parameters. Where each candidate represents
a potential solution to the optimization problem, which is defined as the minimization of the Euclidean
distance between the simulated and the measured leakage currents. The GA is an iterative process,
where the survival of the fittest is the guiding principle. The algorithm performs selection to create a
pool of individuals that are then paired for reproduction. The latter procedure consists of two operators,
namely crossover and mutation, to produce a new set of individuals. The old and the new populations
are evaluated according to their fitness (Euclidean distance) and the best survive while the rest are
discarded. These steps are repeated until a preselected number of iterations is reached. The calibra-
tion procedure is described in detail in [72]. The best solution is used to update the parameters of the
physics-based model of the Avegno-Gorduno line. Figure 4 shows that the calibrated model produces a
leakage current that is in good alignment with the measured data.

(a) Current (b) FFT

Figure 3: The simulated and measured leakage current without calibration.

Synthetic data generation

After the model is calibrated, we use it to create synthetic data sets, which are then used to train
machine learning models. Increasing the capacitance of the model will increase the leakage current,
and therefore, it is a suitable parameter to generate faults [29]. We simulate different states of health of

1For demonstrative purposes, in this work, we will only show the results for one of the phases.
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(a) Current (b) FFT

Figure 4: The simulated and measured leakage current with calibration.

the insulators in a segment by changing the corresponding capacitance while keeping the capacitance
of all other segments unchanged. Due to a lack of information on the acceptable amount of leakage
current, we assume that all capacitance values up to two times the base values are acceptable, and the
corresponding leakage currents are considered as healthy. All capacitance values between two and ten
times the base values are deemed to cause leakage currents that are of concern to the state of health
of the line. These leakage currents are considered as unhealthy. Their existence will be used as an
indicator of unhealthy insulators that require closer observation and planning for maintenance activities.
Furthermore, in order to localize the leaky segment, they are assigned labels according to the index of
this segment, i.e., Seg_01 - Seg_26. The data corresponding to healthy lines are labeled a Seg_00,
which indicates an absence of leaky segments. Therefore, this approach integrates both, fault detection
and localization in the same model. It is important to note that the range of accepted leakage current
values can be adjusted to reflect the operator’s needs and practices for insulator maintenance. To create
large data sets, for each segment, we generate a set of random numbers that are uniformly distributed
between one and ten and multiply the capacitance of that segment.

2.1.2 Deterministic deep learning methods

One of the highly versatile and powerful techniques in machine learning is the neural network, which has
become extremely popular in solving real-life problems in a diverse range of applications. Deep neural
networks have been used for healthcare [73], automation [74], agriculture [75] and many more [76].
Furthermore, deep neural networks have been employed for fault detection and diagnostics in smart
grids [77] and manufacturing [78]. Their ability to automatically extract features from data and solve
classification or regression problems makes them extremely suitable for the detection and diagnosing
of abnormal conditions in different systems. We employ four different architectures for addressing the
problem of fault detection and localization in transmission lines. These include the simplest feedforward
neural networks, recurrent neural networks that are suitable for exploiting temporal relations, convo-
lutional neural networks that are suitable for exploiting spatial relations, and a modified convolutional
neural network.

Feedforward neural networks

FNNs are the simplest type of neural network and have neurons in each layer connected to all other
neurons in the immediately preceding and succeeding layers. Each of these connections has a weight
associated with it, and each neuron has a (typically) nonlinear activation function. The output of the
neurons in the i th layer of a feedforward neural network can be expressed as:

a[i ] = g[i ]
(

W [i ]a[i−1]
)

(1)
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where g[i ](·) is the activation function of the neurons in the i th layer, W [i ] is the matrix of weights associ-
ated with the connections between neurons of i th and (i−1)th layers and a[i−1] is the output of the (i−1)th

layer. The weight matrix also optionally contains biases, in which case the output of the preceding layer
is concatenated with a column vector of ones before performing the operation in Equation (1). An FNN
with L layers performs the above operation recursively on the input to produce the final output. While
this is a simple and powerful architecture, it suffers from an exploding number of trainable weights with
an increase in a number of layers and size of the input.

We use FNN for the detection and localization of faults in a power line. The FNN architecture consists
of an input layer, three fully connected hidden layers with 3000 neurons each, a dropout layer, and a
fully connected output layer with 27 neurons, followed by a soft-max layer and a classification layer. The
FFT magnitudes of the leakage current signals, generated according to Section 2.1.1, are used as input
to the FNN. The FNN training generates a model that can determine the state of health of the insulators
in the 26 segments of the Avegno-Gorduno line. If there is no change in the state of health, the model
will generate Seg_00, and it will generate Seg_01-26, denoting the location of the fault.

Recurrent neural networks

LSTM network is a popular recurrent neural network that is particularly designed to capture temporal
relations in the data. LSTM networks are extensively used in language models, time series analysis,
and fault detection and diagnostics. The LSTM model consists of several cells consisting of inputs,
hidden activations, states, and outputs. A cell along with gates that perform different computations on
the cell quantities constitute a unit. The cells of a unit are capable of storing/remembering information
over time, while the gates determine the flow of information within and across cells. Several of these
units are connected in series to constitute an LSTM model. The different quantities in an LSTM unit are
calculated as follows:

ft = σg(Wf xt + Uf ht−1 + bf )
it = σg(Wixt + Uiht−1 + bi )

ot = σg(Woxt + Uoht−1 + bo)
c̃t = σc(Wcxt + Ucht−1 + bc)

ct = ft ∗ ct−1 + it ∗ c̃t

ht = ot ∗ σh(ct )

(2)

where it , ot , ft represent the activations of the input gate, output gate and forget gate of the cell at time
t , while ht , c̃t and ct represent the hidden activation, input activation and state of a cell at time t . The
weights and biases are denoted as Wx , Ux , and bx where x is used to denote the corresponding gate or
quantity being computed.

We employ LSTM for the detection and localization of faults in a power line. The LSTM architecture
consists of a sequence input layer, one fully connected layer with 200 neurons, one bidirectional LSTM
layer, another fully connected layer with 200 neurons, and a fully connected output layer with 27 neurons,
followed by a soft-max layer and a classification layer. We use three periods from each of the generated
signals and apply summary statistics to extract features from them. This is done either in the time domain
or the spectral domain by sliding a window over the signal with length w. In the time domain, at each
window, we calculate mean, standard deviation, variance, skewness, and kurtosis, which are then used
as inputs. Similarly, in the spectral domain, we calculate spectral spread, spectral centroid, spectral
skewness, spectral kurtosis, and spectral flux. Figure 5 shows an example of time and spectral domain
features extracted from the same leakage current signal. These features capture different statistical and
spectral properties of a signal and can be used to characterize, and hence differentiate different signals.
The LSTM models are trained to classify the location of fault by extracting patterns from the evolution of
these features over time.

Convolutional neural networks
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(a) Time domain (b) Spectral domain

Figure 5: An example of time and spectral domain features for three periods of the leakage current.

CNNs are extremely successful in applications that require identifying patterns in multidimensional
data independent of relative location. In addition to this location-agnostic property of CNNs, each layer
of such a network consists of several filters of fixed size that contain trainable weights that are shared
by the input. Each filter is scanned over the input and a nonlinear activation is performed to obtain the
output. While the size of the input can change from less than 10 to thousands, the size of the filters
can be chosen according to the desired performance and shared across the data. As a result, such
networks can be made extremely deep without a drastic increase in the number of trainable parameters.
The output of the neuron in the (j , k ) position of the cth channel of the i th layer of a CNN model can be
expressed as:

a[i ]
j ,k = g[i ]

w−1∑
x=0

h−1∑
y=0

w [i ][c]
x ,y a[i−1]

j+x ,k+y

 (3)

CNNs are extremely popular in computer vision and have been successfully applied for the classifi-
cation of images, detection of objects in images, and semantic and instance segmentation, among other
tasks [79, 80]. These models find applications in diverse fields such as driving [81], robotics [82] and
healthcare [83]. CNNs are also often used for fault detection [84, 85], especially when the detection
task involves data from multiple sensors. Such networks are capable of extracting the relations between
different sensors and efficiently detecting and classifying different patterns according to different types
of operating conditions.

We utilize CNNs for the detection and localization of faults in a power line. The CNNs are fed with
images, which are based on the time-frequency representations of the leakage current signals. We use
two types of images, namely spectrograms, and scalograms, as inputs to the CNN. The spectrogram is
a visual representation of the time-varying spectral composition of a signal. It consists of the squared
magnitudes of the short-time Fourier transform (STFT) coefficients2 of the signal, plotted as a function
of time and frequency. Similarly, the scalogram is a plot of the magnitudes of the continuous wavelet
transform (CWT)3 of a signal, as a function of time and frequency. Both types of images are generated
in the RGB color space with a size that depends on the used CNN. These are images with three color
channels that make them 3-D tensors, which are suitable for utilization in CNNs. Here, the images are
created either from a single period or ten periods of the leakage current. Figure 6 shows an example
of a spectrogram and scalogram for ten and one period, respectively. These images capture the energy
content at different frequencies in a signal, and the variations in the signal are reflected in different

2STFT is obtained by applying the Fourier transform over a signal using a sliding window [86]. In this work, instead of the
squared STFT magnitudes we utilize the absolute values of the magnitudes since our tests show better model performance with
the latter. However, for convenience we will use the term spectrograms to refer to the absolute values in the remainder of the
paper.

3The CWT analysis uses complex wavelet, which slides across the entire signal and extracts the phase and amplitude com-
ponents associated with the signal [87].
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colors. This approach allows the use of CNNs to learn patterns that distinguish signals corresponding
to healthy or faulty conditions as well as the location of the fault.

(a) Spectrogram (b) Scalogram

Figure 6: An example of spectrogram and scalogram generated for ten and one period of the leakage
current, respectively.

Here, we use pretrained deep neural network architectures including AlexNet [88], SqueezeNet [89],
ResNet [90], and Xception [91], which have been trained on the ImageNet data set [92]. We start with
these pretrained models and use transfer learning on the spectrogram and scalogram images so as to
reduce training time and achieve better accuracy with limited data. The pretrained CNN models are
designed for the classification of 1000 object categories. Therefore, the classification layer together
with the preceding learnable (fully connected or convolutional) layer are replaced with layers with 27
outputs, which makes them suitable for our 27-class classification problem. Furthermore, we replace
the last dropout layer with another with a dropout rate of our choosing. If the selected CNN architecture
does not comprise a dropout layer (such as ResNet-18 and Xception), we add one just before the last
learnable layer.

Convolutional neural networks with custom layer

The regular CNN is designed to receive images as input data. However, a CNN can be modified to
accept signals instead. In this work, we insert a custom layer between the image (input) layer and the
first convolutional layer. The custom layer is defined as a log spectrogram layer [93]. The objective of the
layer is to obtain log spectrograms of the input signals, by calculating the logarithm of the squared STFT
magnitudes. The logarithm boosts the amplitudes with small values that may still contain information
that is relevant for the learning process. The custom layer does not carry any learnable parameters
(weights) and only computes the log STFT of the input. As such the custom layer can be inserted in any
custom or existing CNN architecture (e.g., ResNet, Xception). However, when the log spectrogram layer
is used, log STFT is directly applied, i.e., no RGB images are created. Therefore, the first convolutional
layer consists of only one channel with size [k1 x k2 x 1], where k1 x k2 denotes the size of the log
STFT matrix. In addition, the input (image) layer is replaced with a layer of size [n x 1 x 1], where n
is the length (number of points) of the signal. Furthermore, we replace the dropout, the last learnable
layer, and the classification layer. Since the aforementioned networks are pretrained with RGB images,
here we have two options: 1) use the untrained CNN architectures with an appropriate input layer and
first convolutional layer, and 2) adjust the first convolutional layer of a pre-trained model by summing
the weights of all three channels of the first convolutional layer. The former approach uses only the
architecture and trains the model from scratch, while the latter transforms the three channels into one
channel, thus making the architecture suitable for training with all the remaining weights unchanged.

The advantages of a CNN with a custom layer are twofold: 1) The preprocessing steps for the
creation of spectrograms are not needed. This prevents any ambiguity associated with pre-processing
parameters such as window length and results in a consistent data processing pipeline at the time of
training and deployment. Therefore, the possibility of using different preprocessing settings while using
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the trained model is nonexistent. Furthermore, the custom layer contributes to a self-contained model
and simplifies the pipeline for deployment. 2) The creation of spectrograms within the network reduces
the memory needed to store all spectrograms since the network allocates memory only for the current
batch. However, the custom layer may increase the training time because it computes the spectrogram
every time a signal is used during training.

We have generated a data set with 15000 samples according to the steps mentioned in Section 2.1.1.
However, we vary the number of samples that are used to study the performance of the utilized ML
methods. The preprocessing and/or feature extraction are performed on the data sets and the data is
fed into an ML architecture to train a predictive model. The training is performed on an NVIDIA Quadro
P4000 GPU with 8GB of VRAM using the MATLAB environment [94]. Each architecture is trained for
a predefined number of epochs with the Adaptive Moment Estimation (Adam) optimizer to generate a
trained model. An ensemble of 10 such models are generated with different parameter initializations to
study the sensitivity of the architectures and the reproducibility of the results.

2.1.3 Probabilistic deep learning approaches

DNN models built for health monitoring and fault diagnostics of systems can be categorized as solving
one of the following two problems: (a) regression, when the model predicts a continuous variable indi-
cating the health of the system, e.g., remaining useful lifetime of a battery or (b) classification, when the
model predicts a discrete variable representing the state of the system, e.g., healthy or faulty ball bear-
ings. In this section, we exploit well-established UQ techniques in the deep learning literature to develop
a system-agnostic and problem-agnostic framework for UQ of DNN-based monitoring and diagnostics
models that are built from digital twins.

Consider a system Ξ for which we wish to develop a monitoring or diagnostics model. This can
be a dynamic system, e.g., a chemical refinery or a static system e.g., a bridge. Let f (x ; θ) represent
a DNN-based monitoring/diagnostics model that is parameterized in θ, and takes x ∈ X as input to
produce y ∈ Y as output. Here, x can represent measurements of variables of the system that are used
to predict the health/state y . In the absence of training data available from the real-life system, a digital
twin Ξ̂ of the system generates synthetic data: x̃ ∈ X̃ and ỹ ∈ Ỹ. After training the parameters θ of the
model with data from (X̃ , Ỹ), the model is deployed on the real-life system to make predictions with data
from X .

Let us consider that f (x ; θ) consists of L layers such that the activation al of the l th layer can be
expressed as:

al = gl (al−1; θl ) (4)

Here, gl (·) and θl represent the non-linear activation and parameters (weights and biases) of the l th

layer, respectively, and the parameters θ of the model are decomposed into layer-wise parameters θl .
The output of the model can be expressed as:

y = f (x ; θ) = al

= gL(aL−1; θL)
= gL(·; θL) ◦ gL−1(·; θL−1) ◦ · · · ◦ g1(·; θ1)(x)

Here, ◦ represents the composition operator, i.e., f ◦ g(x) = f (g(x)). The total uncertainty in the predic-
tion yi = f (xi , θ) of the model arises from the uncertainty in xi (aleatoric uncertainty) and θ (epistemic
uncertainty).

Aleatoric uncertainty
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The aleatoric uncertainty in f (x ; θ) arises from the fact that x is a random variable drawn from a dis-
tribution px (x). Quantifying the impact of this source of uncertainty can be achieved in two approaches,
as described next.

Explicit propagation of input uncertainty: In this approach, it is assumed that information regarding the
uncertainty in inputs x is available beforehand. Specifically, we assume that the mean µx and variance
Σx for any input x can be obtained to train the model. The objective is to predict the mean and variance
of outputs, i.e., µy and Σy respectively. In order to achieve this, we exploit assumed density filtering
(ADF) that can be used to (approximately) propagate the uncertainty through each layer of the model.

Let a0:l represent the activations of the model up to the l th layer. Then the joint probability density
function (PDF) of all the activations of the model can be expressed as:

p(a0:L) = p(a0, a1, ... , aL) (5)

= p(a0)
L∏

l=1

p(al |al−1) (6)

Here, a0 = x is used to simplify the notation. Equation 6 implies that estimating the joint PDF of all
activations involves estimating p(al |al−1),∀l ∈ [1, L]. The objective of ADF is to tractably approximate
this PDF, one layer at a time. To that end, let us assume that x = a0 ∼ N (µ0,Σ0). Then let us approximate
the activations of subsequent layers as:

p(al |al−1) ≈ q(al ) =
∏

j

N (al
j ;µ

l
j , v l

j ) (7)

where µl
j and v l

j represent the mean and variance of activation of j th neuron in the l th layer. Note
that the activations of individual neurons in a layer conditioned on activations of the previous layer are
independent of each other, i.e., al

j ⊥ al
i |al−1, ∀i ̸= j . Thus, the only approximation in Equation (7) is

due to the assumption of normality of individual activations. Substituting this into Eq. (6), we obtain the
approximate joint PDF as:

p̃(a0:L) = p(a0)
L∏

l=1

q(al ) (8)

The problem of obtaining the best approximate distribution q∗(al ) is then posed as minimising the KL-
divergence between p̃(a0:L) and q(a0:L) [95]. It has been shown that this requires matching the moments
of the two PDFs [96], which under the assumption of Gaussian distributions, reduces to estimating the
mean and variance as follows:

µl
a = E

[
gl (al−1; θl )

]
(9)

v l
a = var

[
gl (al−1; θl )

]
(10)

The above approach allows variational uncertainty propagation, i.e., approximating the PDF of activa-
tions of each layer in the model and propagating the approximate PDF through all layers. This approach
essentially replaces the deterministic layers in the model with their variational counterparts that accept
the mean and variance of the inputs and generate the mean and variance of outputs. The variational
approximations of common nonlinear activation layers have already been developed and can be found
in [95] for regression and classification problems. A more detailed account of ADF for the propagation
of input uncertainty can be found in [95].

This approach requires the user to train the network with (µx ,σ2
x , y ) as data samples. An estimate of

the variance of the inputs can be obtained from noise characteristics, sensor resolution, etc. However,
in dynamic systems, the variance can change over time and can vary across different entries of a
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(a) Explicit propagation of input uncertainty (µl and Σl are mean and variance
of activations of l th layer respectively)

(b) Implicit prediction of output uncertainty (al is the activation of l th layer)

Figure 7: Quantification of aleatoric uncertainty (rectangles with filled circles are DNN layers with neu-
rons; arrows are connections between two layers; the layers can be of any type, e.g., fully connected,
convolutional)

single sample. In order to address such heteroskedastic signals with time-varying properties, an implicit
prediction approach can be useful, which is discussed next.

Implicit prediction of input uncertainty: The impact of aleatoric uncertainty on the outputs of the model
can also be quantified by implicitly predicting the variance of outputs. Here, the final layer of the model
is redesigned to predict two quantities that are interpreted as the mean and variance of the activations.
Specifically, as opposed to a deterministic network that predicts aL, the probabilistic network predicts µL

a
and ΣL

a in the final layer of the model [97]. In the case of regression models, they represent the mean
and variance of the continuous-valued predictions. The parameters of the model can be learned by
minimizing the negative log-likelihood (NLL), which under the assumption of Gaussian distribution can
be expressed as follow [97]:

Lreg =
1
ny

ny∑
i=1

1

2
(
σL

a,i

)2 ||yi − µaL
i
||2 +

1
2

log
(
σL

a,i

)2
(11)

Here, µL
a,i and

(
σL

a,i

)2
represent the predicted mean and variance of activation for the i th node of the final

layer respectively, and ny is the dimension of y .

On the other hand, for classification models, the activations aL represent the logits of the model that
are passed through the softmax function to obtain the class probabilities for the input. In such a scenario,
µL

a and ΣL
a represent the mean and variance of logits, with an assumption of Gaussian distribution, one
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can draw T samples of logits from N (µL
a,ΣL

a) as follows:

ãL
t = µL

a + σL
a · ϵt (12)

Here, ãL
t represents a sample logit for t = 1, 2, 3, ... , T and ϵt ∼ N (0, Iny ). Then, the parameters of the

model can be trained to minimize the NLL with the following loss function [97]:

Lcls =
1
T

T∑
t=1

exp

(
ãL

t ,c − log
ny∑
i=1

exp(ãL
t ,i )

)
(13)

where ãL
t ,i represents the i th component of ãL

t and c represents the true class of the input data x . This
approach was proposed for predicting output uncertainty in computer vision applications in [97], and has
been shown to be a learned loss attenuation formulation of regression and classification problems in the
presence of uncertainty. As opposed to ADF, this allows training and deployment of the model without
providing any additional information on uncertainty in the inputs.

Epistemic uncertainty

The epistemic uncertainty in f (x ; θ) arises from the fact that the parameters θ are learned from limited
training data and are hence probabilistic. Monte Carlo dropout developed in [98] is a widely adopted
approach to quantify the epistemic uncertainty of DNNs. This approach performs K forward passes of
a test sample x with a random dropout of neurons in the model, and quantifies epistemic uncertainty by
estimating the variance of predictions across all K forward passes. This can be achieved as follows:

yk = f (x ; θk ), k = 1, 2, 3, ... , K (14a)

µy =
1
K

K∑
k=1

yk (14b)

σ2
ep =

1
K − 1

K∑
k=1

(yk − µy )2 (14c)

Here, θk is obtained by randomly masking neurons in the k th forward pass through the model and σ2
ep is

the prediction variance because of epistemic uncertainty.

Total uncertainty

The calculation of total uncertainty involves summating the aleatoric and epistemic components.
However, this calculation can be slightly different depending on the problem solved (regression or clas-
sification). In the case of regression, the aleatoric variance can be obtained from explicit propagation or
implicit prediction as follows:

σ2
y|k = vL

a|k , or σ2
y|k =

(
σL

a|k

)2
(15)

where |k in the subscript represents the quantities calculated for the k th forward pass. Then, the average
aleatoric variance can be obtained as:

σ2
al =

1
K

K∑
k=1

σ2
y|k (16)

In case of a classification model, we can obtain the aleatoric variance through the explicit and implicit
methods as:

σ2
y|k = vL

a|k , or σ2
y|k = var(softmax(ãL

k )) (17)

Note that in the implicit case, every forward pass involves drawing T samples according to Eq. (12).
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The epistemic variance for both models can be obtained from Eqs. (14a)-(14c). Finally, the total
variance can be obtained as:

σ2
total = σ2

al + σ2
ep (18)

The framework proposed above is depicted in Figure 8 and is independent of the underlying system and
can handle both regression and classification problems.

Figure 8: Uncertainty quantification framework for DNN models trained with data generated from digital
twins.

2.2 Results for fault power lines fault detection and classification

Here, we present the fault detection and classification results for power lines.

2.2.1 Deterministic machine learning models

Feedforward neural network

The FNN architecture, trained with 5000 samples of the leakage current, shows stable learning
behavior, i.e., very low sensitivity to initialization while achieving an accuracy of 95% with a training time
of 70 seconds. Increasing the number of samples to 15000 improves the accuracy to 98.6% with a
training time of 3.5 minutes. In general, the FNN is easy to train and achieves acceptable accuracy.
Figure 9 shows a snapshot of the confusion matrix. The figure reveals that in most misclassifications,
the healthy class (Seg_00) is misclassified as a faulty class or a fault at a segment is misclassified as a
fault at a neighboring segment. In rare cases, a fault at a segment is misclassified as no fault (Seg_00).
Therefore, the model can be characterized as conservative. We have trained the FNN ten times and
observed similar model performance with respect to the training, validation, and test sets for all models.
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Figure 9: A confusion matrix for the trained FNN model.

Recurrent neural network

The LSTM with the time domain features, when trained with 5000 and 15000 samples, yields an
accuracy of 92% and 99% on the test data respectively. When the LSTM is trained with the spectral
domain features, the accuracy is smaller, i.e., 88% with 5000 samples and 94.5% with 15000 samples.
The training time of the LSTM is substantially higher in comparison to that of FNN. Specifically, on the
large data set, the training completes in 174 minutes (3500 epochs) with the time domain features and
295 minutes (8000 epochs) with the spectral domain features. Similarly, as in the case of the FNN, most
misclassifications are either a fault at a segment misclassified as a fault at the neighboring segment
or a normal state being incorrectly classified as a fault. We have trained the LSTM with time and
spectral domain features ten times and observed similar model performance with respect to the training,
validation, and test sets for all models.

Convolutional neural network

We evaluated different CNN architectures on the aforementioned sample sizes. We observe that
with 5000 samples AlexNet and SqueezeNet obtain accuracy of ∼66% and ∼80% on the test set, re-
spectively. Furthermore, ResNet-18 and the more complex Xception, although obtain higher accuracy
of 95% on the test set, are prone to overfitting (with an accuracy of 100% on the training set). It was
observed that larger dropout rates and regularization were not able to address the overfitting challenge.
However, the performance and the overfitting are resolved by increasing the training data set size to
15000 samples. We observe an accuracy of 99.6% and 98.3% on the test data set with the spectro-
grams and scalograms as inputs into the ResNet-18, respectively. The training times are also different;
the CNN with spectrograms is trained in 73 minutes (60 epochs) and the CNN with scalograms is trained
in 113 minutes (100 epochs). Similar accuracy is achieved by utilizing Xception with significantly higher
training times (i.e., 25 hours). It is evident that the spectrograms outperform scalograms for fault detec-
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tion and localization with CNN models. Although we have performed numerous tests, it is still possible to
improve the outcome by further tuning hyperparameters and CNN architecture selection, as well as by
increasing the data set size. In addition to the models with pre-trained weights, we also trained the mod-
els from scratch and observed that the training was relatively less stable across different initializations
and the accuracy was lower by ∼1%. This observation highlights the suitability of pre-trained models
combined with transfer learning for fault detection applications. Finally, we have trained the pretrained
ResNet-18 with spectrograms and scalograms ten times and observed similar model performance with
respect to the training, validation, and test sets for all models.

Convolutional neural network with custom layer

The CNN with custom logarithmic layer, when trained with 5000 samples using ResNet-18, obtains
an accuracy of 99.8% on the test set with a training time of 4 minutes. This is similar to the training
time of the best FNN model and just a fraction of the training time of the CNN. When trained with 15000
samples, with a training time of 22 minutes, the same architecture achieves an accuracy of 99.9% on
the test set, and thus, outperforms all other models. The results, obtained with the pretrained and the
untrained CNN architectures are similar. Therefore, the high accuracy achieved with the CNN with a
custom layer is not attributed to the transfer learning but instead to the CNN architectures and the log
spectrogram layer. We have trained the CNN with a custom layer ten times and observed similar model
performance with respect to the training, validation, and test sets for all models.

Figure 10 shows the receiver operating characteristic (ROC) of the best models. The ROC curves
are produced with respect to Seg_00 because most misclassifications are associated with this class.
The ROC curves show that the model trained with the CNN with a logarithmic layer outperforms the
other models with the highest area under the ROC Curve (AUC). Furthermore, the ROC curves show
that all models have similar behavior, i.e., have relatively high true positive rate and low false positive
rate for a wide range of decision thresholds.

Figure 10: ROC curves for different models.

Discussion

In this section, we briefly discuss some of the challenges and caveats associated with this approach.
These challenges pertain specifically to the developed physics-based model:

• Physics-based models are useful in domains where faulty data are not available or are difficult
to obtain, which is the case with the application considered in this work. However, building an
accurate physics-based model also requires reliable data and accurate measurements that are
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not always available. For example, not all substations have GPS-synchronized PMUs that can
take measurements with high sampling frequency. Therefore, building such models for every line
in a transmission grid may not be possible without significant investments.

• The physics-based model may suffer from instability issues. In this particular case, we have ob-
served instabilities in the current waveforms in the first several periods after a simulation is ex-
ecuted. Therefore, we discard these periods to avoid inaccurate data entering the ML pipeline
and hindering the model outcome. Also, the physics-based models are sensitive to the change in
parameters and may require additional efforts to calibrate the models after changes in the trans-
mission line.

• We have also observed that the physics-based model is sensitive to the calibration parameters.
This results in uncertainty in the data generated by calibrated models, which affects the training
of the ML models. Therefore, an ML model trained with the data produced by the physics-based
model using one set of calibration parameters might not perform well on the data produced by the
physics-based model using a second set of calibration parameters. Here, we perform sensitivity
analyses of the best ML model by modifying the calibrated physics-based model parameters. We
vary the parameters by different amounts with uniform sampling and then use the new parameters
to create a new dataset with the physics-based model. We test the accuracy of the best ML model
trained with the original calibration parameters on this new dataset and report the results in Table 2.
The table shows that with the increasing degree of changes in parameters, the performance of the
model continuously degrades. This is because the new dataset is now drawn from a distribution
that is further from the training distribution of the model. Such poor out-of-distribution performance
is a universal issue in developing reliable ML models. Therefore, it is very important to investigate
this issue in applications that involve coupling a physics-based model with a machine learning
model.

Table 2: Accuracy of the best ML model after random variations in the tuning parameters of the
physics-based model.

Variation, v (%) 1 3 5 10
Accuracy (%) 91.59 90.68 88.95 79.16

• We only have current measurements for the reference state of the line, and therefore, we can only
calibrate and validate the model for similar states. The synthetic data corresponding to unhealthy
states was generated in accordance with the state-of-the-art methods available in the literature.
However, these faulty states have not been verified due to a lack of measured data in conjunction
with known degraded insulators. This lack of data for faulty scenarios also prevents the training
of generative models such as variational autoencoders and generative adversarial networks that
could potentially be used to generate more data for different scenarios.

The latter issue can be overcome once the measurements for faulty states and the locations of unhealthy
insulators are known. Such data can help in developing more robust physics-based models. Further-
more, such data can also be used to fine-tune (re-train) the deep learning models after they have been
trained with synthetic data.

2.2.2 Uncertainty quantification and probabilistic deep learning models

In this section, we present the results of our analyses and highlight the main findings of uncertainty
quantification and training probabilistic DNN models.

Performance of uncertainty-aware and deterministic models

The accuracies of the models are summarised in Table 3. The plain and HET models are trained and
tested with data generated from one digital twin, specifically Ξ̂1. On the other hand, the ADF models are
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trained and tested with mean and variance calculated from 10 digital twins, i.e., Ξ̂i ,∀i ∈ [1, 10]. Thus, the
main difference is that for training plain and HET models, we only use the data of a single instance, while
for training the ADF models, we utilize the data from all instances of the twin. It can be observed from
Table 3 that for the FC architecture, the deterministic model has the worst accuracy of 79%, followed by
the HET model with 87% and ADF model with 98%. The ADF models outperform the Plain and HET
models for all architectures. This is an expected outcome since ADF models use more information for
training than Plain and HET models. The HET models are sensitive to the type of architecture used, and
have the worst performance for convolutional architectures, while outperforming the plain models for FC
architectures. It was also observed that the performance of the HET models is very sensitive to model
initialization, while the Plain and ADF models are highly robust to initialization. It must be noted here
that we compare only the classification accuracy in this section, and do not consider the fact that ADF
and HET models provide additional information regarding the confidence of the predictions.

We also observe that although the FC and Conv1d architectures both take raw time series data as
input, the latter performs considerably better for the Plain model. This can be attributed to the fact that
while the FC architecture looks at relationships between all variables and can be overwhelmed with such
relations, the Conv1d architecture extracts patterns relevant to the temporal evolution of the data and
can identify important information for classification. The Conv2d architecture, on the other hand, uses
spectrograms as input and receives data that has already been processed to extract certain features,
i.e., the temporal evolution of spectral content of the signal. As a result, this architecture performs better
than the FC and Conv1d architectures for Plain and ADF models.

Table 3: Accuracy of uncertainty-aware and deterministic models

Architecture Plain ADF HET

FC 0.79 0.98 0.87
Conv1d 0.98 0.99 0.45
Conv2d 0.85 0.99 0.72

Reliability of uncertainty-aware and deterministic models

The reliability diagrams of all the models are presented in Fig. 11. The reliability diagram compares
the predicted probability of a class (pink bars) with the relative frequency of correct classification (blue
bars) and is referred to as the calibration of the ML model. A perfectly calibrated model is expected to
exhibit a reliability diagram where both the quantities are equal, suggesting that the predictions from the
model can reliably be interpreted as class probabilities. A poorly calibrated model, on the other hand,
could have confidence greater or less than the accuracy, resulting in over-confident and under-confident
models respectively.

Figure 11 shows that for the FC architecture, the Plain and HET models are relatively well calibrated
compared to the ADF model. We also observe that in most of the cases, the ADF model has a lower
predicted probability than the frequency of correct classifications, suggesting that it is mostly under-
confident. The Conv1d architecture exhibits a poor calibration for Plain and ADF models that are also
under-confident in most cases and over-confident in some. This is a useful observation for the case
study since it implies that in most cases, the model is not overly confident in its predictions and thus, can
be relied upon to make downstream decisions. For the Conv2d architecture, we observe relatively better
calibration than the Conv1d counterparts for the Plain and ADF models. The observed miscalibration in
the models can be corrected to some extent by employing techniques such as temperature scaling [99]
to re-calibrate the models. However, this is beyond the scope of this article and can be explored in future
studies to enhance the reliability of the models.

Uncertainty in model predictions

We observed that the epistemic variance of the deterministic models for all architectures did not
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(a) FC models

(b) Conv1d models

(c) Conv2d models

Figure 11: Reliability diagrams of plain, ADF and HET models

exhibit any distinct patterns, and were uniformly distributed in a specific range. This can be observed in
Fig. 12 which shows the epistemic variance for the Plain model with Conv1d architecture as an illustrative
case. A similar observation was also made for the aleatoric variance of the HET models (not shown in
a figure). The aleatoric variance of the ADF models exhibited interesting patterns, which are shown in
Fig. 13 shows the aleatoric variance of all of the ADF models. Here, the variances are plotted as a
function of the scaling factors of capacitance in the digital twin that are used to simulate different healthy
and faulty conditions. First, we observe that the variance of the FC model is more than that of the Conv1d
model, which is larger than that of the Conv2d model. We also observe that all models exhibit a sudden
increase in variance as the scaling factor increases beyond 2, representing faulty data. This suggests
that the model is much more confident in the classification of data for the healthy system than for the
faulty system. It is noteworthy that the physics-based models are tuned with a healthy system, and
hence are expected to exhibit better fidelity in this region compared to the faulty region (scaling factor
> 2). Although this information is not provided at the time of training, the ADF model is interestingly able
to discover the effect of this difference in the data on its own, and thus reflect it in its predicted variances.

Furthermore, we observe that for the faulty region, the variance of predictions increases with the
scaling factor. The model thus becomes less confident as the scaling factor increases. This behavior
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is true for the FC and Conv1d models, while the Conv2d model appears to be insensitive to the scaling
factor. The ADF models are therefore able to provide the most amount of information regarding their
predictions and are also sensitive to the digital twin tuning and data generation processes. We next look
at the generalisability of the models to data generated from different digital twins.

Figure 12: Epistemic variance of Plain Conv1d model (blue points are correctly classified samples;
orange points are incorrectly classified samples)

(a) FC models (b) Conv1d models (c) Conv2d models

Figure 13: Aleatoric uncertainty (variance) of ADF models (blue points are correctly classified samples;
orange points are incorrectly classified samples; the dashed black line separates healthy samples from
faulty ones)

Generalisability of uncertainty-aware and deterministic models

The Plain models trained with data from Ξ̂1, when evaluated on the data generated from any other
twin, i.e., {Ξ̂}i ̸=1 result in a classification accuracy of 0.03 for all architectures. This is equivalent to
performing a random guess with 27 classes and indicates no transferability of the features learned by
the models to different datasets. It must be noted that all models considered here are small networks
with less than 100, 000 parameters, and have dropout layers after all layers except the last prediction
layers. As a result, this poor generalisability cannot be attributed to over-fitting by the model and is a
direct consequence of the variability in the data generated by different twins. For this case study, training
deterministic models on data generated by digital twins is therefore as good as making a naive guess
and cannot be relied upon to assess the state of health of the real-life system. The HET models also
exhibit similar behavior with a classification accuracy of 0.04 for different datasets.

The ADF models, on the other hand, exhibit better generalisability across different datasets. We
trained ADF models with mean and variance calculated from 7 datasets randomly chosen from the 10
available datasets and recorded the performance on the test subset. We then tested this model on the
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mean and variance calculated with the remaining 3 datasets. We observed that the absolute perfor-
mance of the ADF models trained with 7 datasets is the same as that trained with 10 datasets, and is
comparable with that reported in Table 3. Furthermore, the difference in their performance on the re-
maining 3 datasets was found to be in the range [0.05, 0.15], still providing more than 85% classification
accuracy. This decline in performance was further observed to be sensitive to different initializations and
to the type of architecture used. This highlights the value of providing additional information on input data
variance at the time of training and using ADF to train the models. However, real-life implementation of
ADF models requires that the variance of inputs be provided at the time of deployment, which might not
be available in all applications. We provide further discussion along these lines in the following section.

Discussion

In this section, we discuss some key properties of the probabilistic models and the value of using
multiple instances of digital twins.

Information fusion from multiple twins: In the previous section, we train the Plain and HET models
with data generation from one digital twin, specifically Ξ̂1, as opposed to the ADF models that are trained
with data processed from all digital twins, i.e., {Ξ̂i}10

i=1. The ADF models therefore see the average
(and variance) of the the data generated from Ξ̂i , and it is interesting to investigate if this information
fusion from multiple digital twins can also improve the performance of the Plain and HET models. We
train Plain and HET models with the mean of data from all digital twins and observe that the models
perform comparably to the ADF model for all architectures. This suggests that it is indeed valuable
to fuse information from multiple instances of the digital twins to train DNN models to achieve better
performance. However, it is also important to provide similarly averaged data at the time of deployment
of the model.

Deployment of ADF models in real life: We observe that ADF models provide the best performance
as well as insights into the relationship between variance and the data generation process. However,
they also require more data to calculate the mean and variance that are used as inputs to the model.
While this is possible with digital twins as shown in the previous section, obtaining this information
from the real-life system is important to use ADF models in practice. One can utilize measurements
over a longer time, divide the data into multiple sets, and estimate the mean and variance from the sets.
Furthermore, it is possible to employ sensor noise characteristics to obtain an estimate of the variance in
measurements. This is commonly adopted in computer vision applications where the camera resolution
can be used to estimate the uncertainty in the pixel values of images.

We tested the performance of ADF models trained with a fixed value of variance = 0.53, which is
the average value of the variance across all samples. We observe that the performance of ADF models
drops only marginally (by ∼ 2%). We also observe that the dependence of the prediction variance on
scaling factors used to simulate faulty data also diminishes for the faulty data. On the other hand, the
difference between prediction variances for healthy and faulty data is still observed. The models thus
lose both performance and some information related to the variance of predictions. Therefore, ensuring
that these models are ready for deployment in real-life systems still remains an open question.

3 Power transmission insulators

In this section, we adopt a computer vision-based approach to aerial images collected by drones to
detect healthy and faulty components. We rely on two methods to perform fault diagnostics. First, we
use a pure object detection-based approach wherein the images are processed by one model, and
the different objects of interest are predicted end-to-end. However, this approach can suffer from class
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imbalance and size imbalance. Therefore, in the second approach, we use a two-stage approach that
includes object detection in the first stage and anomaly detection in the second stage.

3.1 Methods for insulator fault detection and classification

Here, we present the method we use for fault detection and classification of transmission line insulators.

3.1.1 Object detection-based approach

Our primary focus is on incipient fault detection, with an extension to multiple asset inspection. Inspec-
tion of insulators can be achieved by (a) locating the insulators and classifying them as healthy or faulty
(fault detection), or (b) locating all disks and insulators and identifying healthy and faulty insulators de-
pending on the type of disks, i.e., healthy, flashed, or broken, detected in an insulator (fault detection and
diagnostics). We adopt the latter approach that allows us to train multi-object detection models end-to-
end while also providing information on the nature of faults. As discussed earlier, the detection of these
faults has not been considered in the literature, and to the best of our knowledge this is the first work
that addresses this gap. We also investigate if additional objects of interest, specifically Stockbridge
dampers and bird nests can be identified in aerial images.

Object detection tasks

We formulate three object detection tasks to achieve the above objective and examine if object de-
tection models can learn to perform these tasks.

1. Task 1: Insulator detection – This task involves the detection of insulators and is the simplest of the
three tasks considered in this article. This task does not perform fault detection or diagnostics and
only serves as a baseline task to compare the performance of different object detection models.

2. Task 2: Incipient fault detection – This task involves the detection of the insulator and three types
of disks, i.e., healthy, flashed, and broken, resulting in a 4-class object detection problem. In
contrast to the 2-class (healthy or faulty insulators) object detection problem, this formulation has
two advantages. First, it treats different types of disk damages in a systematic manner instead of
aggregating different categories of faults in one class (which can confuse the model). As a result,
it provides better performance compared to the 2-class problem. Second, it provides information
about the nature of the fault (fault diagnostics) in the insulator, which cannot be obtained with the
2-class formulation.

3. Task 3: Multiple object detection – In order to further exploit the potential of object detection mod-
els, we perform detection of multiple objects of interest, specifically insulators, disks (healthy,
flashed, and broken), Stockbridge dampers, and bird nests, resulting in six object classes. Al-
though this approach can be extended to any number of object classes, we consider only six
objects and leave the inclusion of other objects such as corona rings of insulators and spacers for
future work.

Object detection models

In order to learn the above three tasks, we consider four types of object detection models popular in
computer vision. The first model is Faster RCNN (referred to hereinafter as FRCNN), which is one of the
earliest deep neural network-based object detection models and has been used in the early works for the
detection of insulators from aerial images in multiple articles [36, 100, 101]. It is a two-stage model that
uses a region proposal network (RPN) to identify potential object locations in the first stage, followed
by another network to adjust the proposed locations and make final predictions in the second stage.
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The FRCNN model suffers from the fact that most of the locations proposed by the RPN do not contain
an object, which results in a severe class imbalance problem. To tackle this challenge, the RetinaNet
model [102] adjusts the loss function to account for the imbalance explicitly, and is the second model
considered in this article. While FRCNN and RetinaNet are two-stage object detection models, the third
is a single-stage model, called the Fully Convolutional One-Stage detection model (FCOS). FCOS is a
relatively recent detection model [103] and is a proposal-free model that was shown to perform better
than its contemporaries. To further increase the exhaustiveness of the study, we include the Single-
Shot multi-box Detector (SSD) model, which has been used in the literature for detecting insulators.
This article considers the FRCNN, RetinaNet, and FCOS with ResNet50 as the backbone, and SSD
with VGG16 as the backbone. The last model is the fifth version of You Only Look Once models, i.e.,
YOLOv5 which comes from a lineage of highly successful one-stage YOLO models. YOLOv5 performs
a series of pre-processing and post-processing steps along with multi-scale detection [104], and has
also been shown to outperform several other models like the FRCNN and RetinaNet. These models
are very popular and successful in computer vision and domain-specific applications and cover a wide
spectrum of modeling approaches including two-stage and one-stage models, imbalance addressing
loss function, fully convolutional architecture, and extensive data augmentation models. We do not
consider the recent vision transformer-based object detection models with a very different architecture
than convolutional models because of the limited size of our datasets.

Figure 14: Insulator fault detection and diagnostics: datasets, objects of interest, object detection mod-
els, and training methods. Dashed lines represent that the pre-trained models are used as the starting
point for fine-tuning. Sensitivity analysis of the fine-tuned model is also performed with different fractions
of data used for fine-tuning.

Datasets

We use two aerial image datasets to train object detection models for the above tasks. The first
dataset, referred to as the reference dataset, consists of 2134 images collected from three openly avail-
able repositories [105, 106, 107]. The second dataset, which we refer to as the target dataset is a very
small dataset that consists of 77 images obtained from Swissgrid AG. We perform training on the ref-
erence and target datasets separately, which allows us to evaluate the performance of the models in
data abundance and data scarcity scenarios. We refer to these models as pre-trained and target-trained
models, respectively. However, deep neural network models can be unreliable under data scarcity [108].
Therefore, we also use the model trained with the reference dataset and fine-tune it with the target
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dataset. In doing so, the features learned from the reference dataset (which has relatively larger sizes
and variations) are used as a starting point to fine-tune the model and adapt it to the target dataset. This
allows us to investigate the fine-tuned models’ performance with data scarcity, and quantify the value of
transfer learning on the models’ performance. We also conduct a sensitivity analysis by changing the
fraction of the target dataset used to obtain the fine-tuned model. This allows us to study the impact
of training dataset size used for transfer learning on the performance of fine-tuned models. Such a sci-
entific approach adopted here examines the value of transfer learning and investigates the sensitivity
of the models to dataset size (for insulator fault diagnostics), and is reported for the first time in this
article. Figure 14 presents the datasets, objects of interest, models, and training procedures used in the
insulator fault detection and diagnostics.

The reference dataset is used to pre-train the object detection models and is a combination of (1)
Insulator Defect Image Dataset (IDID) [105, 109], (2) bird nest detection dataset (BND) [106, 110], and
(3) Power Line Assets Detection (STN-PLAD) dataset [107]. IDID has 1600 images at varying resolutions
and the median resolution of images is 4400 × 3008. Most images contain only one insulator and a few
contain two insulators. IDID shows a considerable variation in the color of insulator disks (brown, black,
white, and gray) and in the background and provides the ground truth bounding boxes for insulators,
healthy disks, broken disks, and flashed disks. BND consists of 401 images of transmission towers
with bird nests and ground truth bounding boxes. The median resolution of the images in this dataset
is 5472 × 3078. All insulators in BND are light green, and the background in most images contains
crops or grasslands with a few images having small houses and buildings. In contrast to IDID, the BND
has images captured from a relatively greater distance and has two to six insulators in most images.
These images also contain insulators and Stockbridge dampers. However, BND does not provide these
objects’ ground truth bounding boxes. STN-PLAD consists of 133 images of transmission towers with
insulators and Stockbridge dampers. The median resolution of images in this dataset is 4048 × 3040.
This dataset has little to no vegetation in the background and consists mostly of dry patches of flatland
and mountains. The insulators and dampers are both white in color and consistent in shape. The
images in STN-PLAD contain two to four insulators around ten dampers and no bird nests. STN-PLAD
also provides the ground truth bounding boxes for the insulators and dampers. All three datasets have
images taken with good light exposure and weather conditions and have a single insulator type (ceramic
or polymer). However, the combined dataset has a wide variability in the background and foreground.

Owing to the different sources and purposes of the datasets, they contain ground truths for only a
subset of all objects of interest in the images. We manually create the ground truth bounding boxes for
BND insulators, nests, and dampers with the MATLAB ImageLabeler app [94]. The ground truth for disks
has not been generated for BND and STN-PLAD and, as a result, the images from IDID are the only ones
with ground truth for the disks. However, since IDID constitutes roughly 75% of the reference dataset,
this should not pose a significant threat. This issue of incomplete labels and its impact on performance
remains a challenge that can be addressed in the future. The characteristics of the reference dataset
are summarised in Table 4, segregated according to the source dataset. It can be observed from Table
4 that the three datasets combined have a considerable number of objects of each class. Specifically,
the resulting reference dataset contains 2647 insulators, 13364 healthy disks, 2564 flashed disks, 1180
broken disks, 322 bird nests, and 2536 Stockbridge dampers. In addition, the variations in backgrounds,
colors of dampers and insulator disks, distance from the objects, and camera orientation provide a rich
dataset for training the object detection models.

The target dataset considered in this work consists of 77 images provided by the Swiss transmission
system operator Swissgrid AG. This dataset’s background and foreground features differ from those in
the reference dataset. In order to perform transfer learning and evaluate the performance of fine-tuned
models, we manually label the insulators, disks, and dampers in this dataset with the LabelImg app
[111], resulting in 279 insulators, 3706 healthy disks, 64 flashed disks, 76 dampers, and 23 bird nests.
This dataset does not contain broken disks.
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Table 4: Source-wise properties of images in the reference dataset (median resolution presented as
width [px] × height [px]).

Property Dataset
IDID [105] BND [106] STN-PLAD [107]

#Images 1600 401 133
Resolution 4400 × 3008 5472 × 3078 4048 × 3040
#Insulator 1804 531 312

#Healthy Disk 13364 0 0
#Flashed Disk 2564 0 0
#Broken Disk 1180 0 0

#Bird Nest 0 322 0
#Damper 0 1031 1505

Experimental setup

We resize all the images to 1000 × 1000 × 3. The datasets are divided into subsets for training,
validation, and testing of the models. We use random horizontal flipping to train the FRCNN, RetinaNet,
and FCOS models for data augmentation. We observed that including more augmentation methods
such as color jitter and random cropping did not result in a noticeable improvement in performance for
the three models. The YOLOv5 model is inherently trained with a host of data augmentation techniques
and no additional augmentation methods are included in the experiments. All our experiments are
performed with PyTorch. The built-in models for FRCNN, RetinaNet, and FCOS in PyTorch are used,
while the official repository of YOLOv5 is used. The total number of FRCNN, RetinaNet, FCOS, and
YOLOv5 parameters are 41.29M, 32.16M, 32.06M, and 46.5M, respectively. The number of trainable
parameters for pre-training is fixed, while this number varies for fine-tuning depending on the freezing of
different modules of the models. All models, i.e., pre-training and fine-tuning, are trained via stochastic
gradient descent optimizer with default parameters for 300 epochs. A batch size of 32 is used for
training FRCNN, RetinaNet, and FCOS, while YOLOv5 is trained with the default setting of 64 images
for backpropagation. The training and evaluation are performed on a workstation with NVIDIA RTX
A6000 GPU and 128 GB of RAM. In order to evaluate the performance of the models, the standard
metric of mean average precision (mAP) is adopted, which can be obtained as follows:

APo =
∫

p̃o(ro)dro

mAP =
1
|O|

∑
o∈O

APo

Here, APo is the average precision for object o and is equal to the area under the interpolated precision-
recall curve p̃o(ro) for object o. The mAP is obtained as the average of AP for all objects in the set O.
We report the mAP50 for all the models, in which case APo = p̃o(ro) is calculated at a detection threshold
of 0.5. For the sake of presentation, we use mAP and mAP50 interchangeably in the rest of the article,
while always referring to mAP50. We also use mAP to refer to the AP of individual objects.

With the above setup, we first train detection models using only the target dataset. A (train, val, test)
split of (0.7, 0.0, 0.3) is used for training FRCNN, RetinaNet, and FCOS models, while (0.7, 0.1, 0.2) is
used for training YOLOv5. We then train detection models with the reference dataset with the above
split to obtain the pre-trained models. These models are finally fine-tuned with a (train, val, test) split of
(0.3, 0.0, 0.7) for FRCNN, RetinaNet, and FCOS, while (0.3, 0.1, 0.6) for YOLOv5 on the target dataset
to obtain the fine-tuned models. We adopt this process for all three detection tasks, resulting in 18
models. Finally, we vary the training subset size in the set {0.1, 0.3, 0.7} and record the performance of
the fine-tuned models.
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3.1.2 Object detection and anomaly detection-based approach

We address the problem of insulator fault detection, i.e., identifying the presence of faults in insulators.
We consider two types of faults, i.e., flashed and broken disks, which have not been extensively studied
in the literature. In recent work, this problem has proved elusive with an object detection-based approach
in data-scarce scenarios [112]. Specifically, state-of-the-art object detection models perform very well for
detecting insulators (which have high frequency and large size), relatively poorer for healthy disks (very
high frequency but small size), and very poor for flashed disks (very low frequency and small size) [112].
As discussed above, the class imbalance challenge cannot be addressed by collecting more images.
Further, size imbalance is inherent to the application, and cannot be avoided. This motivates the need
for a methodologically different approach to differentiate between healthy and faulty disks reliably. To that
end, we investigate the source of poor performance for the flashed disks and observe that classification
errors are the primary contributor to the poor performance, rather than localization errors. This implies
that the object detection models are capable of accurately localizing disks and only encounter difficulty
in correctly distinguishing between the healthy and faulty ones. This naturally leads us to investigate
whether a second model dedicated to classifying healthy and faulty disks can benefit the fault detection
task.

In this approach, we adopt a two-stage approach that utilizes two models. The first model is an object
detector that localizes insulators and disks, and the second model is an anomaly detector that performs
fault detection on the extracted disks. Finally, a deterministic post-processing step can identify unhealthy
insulators by mapping flashed and broken disks to their source insulators. This approach is presented
in Figure 15.

Figure 15: Two-stage insulator fault detection with object detection and anomaly detection. The texts in
parentheses represent the particular type of model used in this work.

A two-stage approach divides the fault detection task, and thus, makes it easier for the individual
models to perform better. Specifically, in the first stage, a 2-class object detection model will suffice
instead of a 4-class model in a purely object detection-based approach. In the second stage, since the
samples consist of only extracted images of accurately localized disks, one has to deal with very little
background compared to the first. This is evident from Figure 16, which shows sample aerial images of
insulators, and extracted images of disks. As a result, one can expect that the two-stage approach will
perform better than a one-stage approach.

The first stage of the proposed approach involves training a reliable object detection model for the
localization of insulators and disks, which has already been performed in [112]. Therefore, this work fo-
cuses only on developing the second stage and building a model to differentiate between different types
of disks. This stage will use only images of disks and thus be free from size imbalance. However, the
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(a) Aerial images of insulators (b) Extracted images of disks

Figure 16: Aerial images of insulators and extracted images of disks. The extracted images contain very
little background compared to aerial images.

class imbalance between healthy and faulty disks persists and must be carefully addressed. The prob-
lem associated with the second stage is detecting faulty disks, which occur very infrequently in a dataset
with many healthy disks. This naturally lends itself to an anomaly detection problem. Anomaly detection
aims to detect rarely occurring data points (anomalies) that deviate significantly from frequently observed
normal data points [113]. Anomaly detection is used in several applications such as blockchain networks
[114], financial fraud detection [115], and time series analysis [116]. This approach is also adopted for
fault detection in marine engineering [117], robotics [118], electrical engineering [119], autonomous
driving [120] and photovoltaics [121].

There are several approaches for anomaly detection for different types of data [122]. In this work,
we are interested in anomaly detection with images of disks, and thus, adopt a deep learning-based ap-
proach to address this problem. A detailed taxonomy and review of the algorithms for anomaly detection
using deep learning is presented in [106]. Deep learning-based methods often adopt autoencoders for
image [123] and video [124] anomaly detection, which are trained on normal data points. Since such a
model only sees normal data points during training, it is expected to exhibit high errors in reconstructing
an anomalous data point, thereby allowing anomaly detection by monitoring the reconstruction error of
the model. While such models are very popular, they do not offer a way to include any prior information
about anomalies during training. However, in the case of detecting faulty disks, one has prior informa-
tion about the flash-over patterns and shapes of broken disks, which could be leveraged to improve the
model’s performance. We therefore employ a state-of-the-art anomaly detection method that allows one
to use the patterns observed in anomalous data points during training. In addition, the model can also
provide explanations for its predictions, which can benefit its adoption by the industry.

Fully convolutional data description

The fully convolutional data description (FCDD) is a state-of-the-art anomaly detection approach
[125] that has been demonstrated to provide excellent performance on standard datasets, including
ImageNet and MVTec-AD, which is a dataset for detecting defects in manufacturing [126]. FCDD is a
one-class classification model, that performs anomaly detection by mapping all normal data points in
the vicinity of a center c in the output space, which results in the anomalies being mapped away from c.
FCDD is based on the hypersphere classifier, which employs the following loss function:

LHSC =
1
N

N∑
i=1

[
(1 − yi ) h̃ (f (xi ; θ) − c)

− yi log
(

1 − exp
(
−h̃ (f (xi ; θ) − c)

)) ] (19)

where, xi ∈ Rc×h×w represents the i th input, yi ∈ {1, 0} represents the i th target such that yi = 1 for
anomalous data points, and yi = 0 for normal data points, N represents the number of data points, f (·; θ)
represents the neural network parameterised in θ, and h̃(·) represents the pseudo-Huber loss, defined

as: h̃(x) =
√
||x ||22 + 1 − 1. FCDD uses a fully convolutional architecture for the neural network f (·; θ),

which transforms the input xi ∈ Rc×h×w to feature zi ∈ Ru×v . In addition, the center of the hypersphere
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is set to the bias of the last layer of f , so that the FCDD loss can be expressed as:

LFCDD =
1
N

N∑
i=1

[
(1 − yi )

1
u · v

||h̃ (zi ) ||1

− yi log
(

1 − exp
(
− 1

u · v
||h̃ (zi ) ||1

))]
.

(20)

The quantity h̃(zi ) is the pseudo-Huber loss of the features. This loss is summed for all entries of h̃(zi )
and then normalized with respect to the number of entries, which provides a normalized measure of the
deviation of the feature from the center. The above objective minimizes the deviation for normal data
points (yi = 0) and maximizes the deviation for anomalous data points (yi = 1). The features of a trained
FCDD model can be considered as a heatmap of the input, with anomalous regions exhibiting higher
values, and normal regions exhibiting lower values. In general, the features’ dimension is lower than
that of the input of a convolutional network, i.e., here u < h, v < w . In order to map this low-resolution
heatmap to the original input image, FCDD further performs a deterministic upsampling of z with a
Gaussian kernel [125].

In the above formulation, the model takes only the images and labels, i.e., normal or anomalous, and
learns a mapping that highlights the anomalous regions of an image. When anomalous images are used
for training in this setting, information about patterns observed in faulty images is implicitly provided to
the model. It is also possible to explicitly incorporate prior knowledge at the time of training, which can
be achieved by modifying the FCDD loss to allow semi-supervised training as follows [125]:

LSS
FCDD =

1
N

N∑
i=1

 1
w · h

w·h∑
j=1

(
1 − yi ,j

)
z̃i ,j

− log

1 − exp

− 1
w · h

w·h∑
j=1

yi ,j z̃i ,j

 (21)

where, yi ∈ {1, 0}h×w is the ground truth map for the i th image, and contains 1 for all pixels exhibiting an
anomaly, and z̃ ∈ Rh×w represents the up-sampled features. The above loss function has been shown
to result in better performing models [125].

In this work, we use FCDD in both formulations (Eqs. (20) and (21)) to differentiate between healthy
and faulty disks. In the first formulation, learning from only normal samples, i.e., without including any
anomalies at the time of training is possible. It is also possible to use images of any object other
than disks as anomalous samples, or employ an outlier exposure algorithm to synthetically generate
anomalies, both of which improve the model’s performance [125]. Finally, it is possible to include real
anomalies (without any ground truth anomaly maps) to minimize LFCDD. In all of these scenarios, either
no real anomalies are used during training, or the ground truth anomaly maps of real anomalies are not
provided, resulting in unsupervised training. We perform unsupervised training with (i) no faulty disks
and (ii) real faulty disks without anomaly maps. In addition, we also perform semi-supervised training by
minimizing LSS

FCDD, wherein we provide the ground truth anomaly masks during training.

Datasets

We investigate the performance of FCDD with two datasets. The first dataset is an openly available
dataset curated by the Electric Power Research Institute and is referred to as the Insulator Defect Image
Dataset (IDID) [105]. This dataset consists of 1600 images of insulators with various disk colors. Each
image in this dataset has four orientations – original, diagonally flipped, horizontally flipped, and vertically
flipped. In this work, we use only the images with original orientations, which results in 400 images with
3286 healthy disks, 716 flashed disks, and 282 broken disks. This dataset is used to study anomaly
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detection performance in data-abundant scenarios. The second dataset (SG) is a collection of 77 aerial
images collected by Swissgrid AG, with 2429 healthy disks, only 53 flashed disks, and no broken disks.
This dataset is used as the data-scarce scenario in this study. Since semi-supervised training requires
the ground truth anomaly maps, these datasets are manually labeled with the “labelme" tool [127]. This
involves generating polygonal segmentation masks for flash-over patches and regions of broken disks.
The segmentation masks are then converted to {0, 1}h×w to obtain the ground truth map, which is shown
in Figure 17 for healthy, flashed, and broken disks. Note that the maps for healthy disks are completely
black, and can be generated automatically. This reduces the manual burden of labeling only faulty disks.

(a) Healthy disk and its map (b) Flashed disk and its map

(c) Broken disk and its map

Figure 17: Sample disks (healthy, flashed and broken), and their corresponding ground truth maps for
semi-supervised training.

Experimental setup

We first study the performance of the FCDD model trained individually on IDID and SG datasets and
compare the performance in data-abundant and data-scarce scenarios. Then, we investigate whether
data from a different dataset can be used to improve the performance in a data-scarce scenario. To
that end, we include data from both IDID and SG datasets to train a third FCDD model and examine if it
performs better compared to the model trained only on SG dataset. Note that while IDID has two types
of faulty disks (flashed and broken), the SG dataset has only flashed disks. Thus, we train an FCDD
model for the IDID dataset with both types of faulty disks for IDID and use only flashed disks of IDID to
augment the performance of (the third) FCDD for the SG dataset. The number of training and testing
images used for different experiments are listed in Table 5. As an illustrative case, for unsupervised
training with no real anomalies for IDID, we use 2586 healthy disks, while for semi-supervised training,
we additionally use 200 faulty disks and 100 broken disks.

Table 5: Number of samples used for training and testing of FCDD for insulator fault detection. In
unsupervised training, we use all healthy samples along with 1) no anomalous samples or 2) anomalous
samples without ground truth maps. In semi-supervised training, we utilize all healthy and anomalous
samples with the ground truth maps. ((F): Flashed disks, (B): Broken disks).

Dataset
#Healthy Samples #Anomalous Samples
Train Test Train Test

SG 2379 50 6 47

IDID 2586 700
200 (F) 516 (F)

+ 100 (B) + 182 (B)
SG 2379 50 6 47

+ IDID 0 0 716 0

All experiments are performed with the FCDD package [125]. The default settings of FCDD have
been employed, of which the notable settings are an input image size of 3 × 224 × 224, the VGG-11-
BN-based deep convolutional model [128], a batch size of 128, 200 epochs for training and stochastic
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gradient descent optimizer. All experiments are performed on a Windows workstation with one NVIDIA
RTX 3070 GPU and 128 GB of RAM. In order to evaluate and compare the performance of the models,
we employ the standard area under the receiver operating characteristics curve (AUC) metric. The AUC
can be expressed as:

AUC =
∫
T

RTPdRFP , (22)

where RTP and RFP are the true positive rate and false positive rate, respectively, and are obtained as:

RTP =
TP

TP + FN

RFP =
FP

FP + TN
where, TP, TN, FP, and FN represent true positives, true negatives, false positives, and false negatives,
respectively. T represents the set of all decision thresholds used to predict the positives and negatives.
First, different values of true and false positive rates are obtained for different classification thresholds,
and AUC is then calculated according to Equation 22. The optimal decision threshold can be obtained
from the receiver operating characteristics by identifying the top-left point of the curve, which can then
be used to evaluate the classification accuracy of the model. In order to account for uncertainty during
training, FCDD trains 5 different instances of a model by default. We report the average performance
(AUC and optimal accuracy) of the five models in each experiment.

3.2 Results for insulator fault detection and classification

3.2.1 Object detection-based approach

In this section, we present the findings of the computational experiments for the three tasks identified
in Section 3.1.1. We compare different models and training approaches for each task and highlight the
combination that delivers the best performance in detecting the objects of interest.

Task 1: Insulator detection

The first task (Insulator detection) is a one-class detection problem with fairly large object sizes com-
pared to the other two tasks. The mAP50 of pre-trained models on the test images of the reference
dataset are 0.86, 0.88, 0.80, and 0.97 for FRCNN, RetinaNet, FCOS, and YOLOv5, respectively. The
YOLOv5 model performs the best, followed by RetinaNet, FRCNN, and FCOS. Some illustrative exam-
ples of predictions with pre-trained models are shown in Fig. 18 and the performance of target-trained
and fine-tuned models are summarised in Table 6. YOLOv5 outperforms the other models for both types
of training. The FRCNN models exhibit the second-best performance, followed by FCOS and RetinaNet.
The fine-tuned YOLOv5 model performs much better than the others and is only 14 points short of the
model trained from scratch, compared to the others that are at least 30 points apart. This is in stark
contrast to other models that exhibit a sharp difference in performance between the fine-tuned and
target-tuned models.

YOLOv5 consistently outperforms the other three models for all the tasks and training procedures,
i.e., training from scratch and fine-tuning. This can be attributed to the data augmentation-heavy pipeline
of YOLOv5, which provides a significant advantage in the low data regime.

Task 2: Incipient fault detection

The second task (Incipient fault detection) detects healthy and faulty disks in the insulators and can
be used to assess the health of the insulators. This is a 4-class detection problem as discussed in



43/70

(a) Faster RCNN (b) RetinaNet

(c) FCOS (d) YOLOv5

Figure 18: Predictions of pre-trained models on Task 1 (insulator detection) on test images of the refer-
ence dataset.

Table 6: mAP50 for Task 1: Insulator detection, on target dataset.
Model Trained from scratch Fine-tuned

FRCNN 0.76 0.45
RetinaNet 0.58 0.15

FCOS 0.69 0.18
YOLOv5 0.87 0.73

(a) Faster RCNN (b) RetinaNet

(c) FCOS (d) YOLOv5

Figure 19: Predictions of pre-trained models trained on Task 2: Insulator and disk detection, on test
images of the reference dataset (orange: insulator, red: healthy disks, blue: broken disks, white: flashed
disks).

Section 3.1.1. Since each insulator has approximately ten disks, there are always ten times as many
disks as insulators. Moreover, the number of healthy disks is also five to six times the number of flashed
and broken disks in the reference dataset. Thus, this is a more challenging detection task with varying
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sizes of the objects and frequencies of their occurrence. The pre-trained YOLOv5 model has an mAP of
0.98 on the test images of the reference dataset, while the FRCNN, RetinaNet, and FCOS have mAPs of
0.89, 0.89 and 0.85, respectively. These performance scores are comparable to the one-class detection
models, with approximately two to three points better mAP on the 4-class detection task. Therefore,
the models are able to capture the differences in patterns of healthy, flashed, and broken disks. Some
exemplary predictions of the models on the reference dataset are illustrated in Fig. 19.

The target dataset also exhibits class imbalance across the disks and insulators. The number of
healthy disks is about 58 and 13 times the number of flashed disks and insulators. This dataset does not
have any broken disks. Table 7 presents the mAP of the pre-trained and fine-tuned YOLOv5 models on
the test images of the target dataset for the four object types. The models have the worst performance
for flashed disks, which are also the least frequent objects in the dataset. The fine-tuned model performs
poorer than the target-trained model as also observed for Task 1, while the difference in overall mAP is
smaller (nine points) compared to the one-class detection model.

Table 7: mAP50 of YOLOv5 models for Task 2: Insulator and disk detection, on the target dataset.
Object Trained from scratch Fine-tuned

Insulator 0.87 0.74
Disk (H) 0.76 0.72
Disk (F) 0.22 0.13
Disk (B) – –
Overall 0.62 0.53

Task 3: Multiple object detection

The third task (Multiple object detection) involves the detection of six objects and is the most difficult.
Both the reference and target datasets have severe class imbalance for bird nests in addition to the
flashed and broken disks. The Stockbridge dampers are also the smallest objects as well as up to five
times less frequent than the healthy disks. The mAP of the pre-trained models on the test images of
the reference dataset are 0.85, 0.85, 0.79, and 0.85 for the FRCNN, RetinaNet, FCOS, and YOLOv5
models. These scores are also comparable to the one-class and four-class models, allowing for the
detection of multiple assets from the aerial images.

Table 8 summarises the mAP of the target-trained and fine-tuned YOLOv5 models. The difference in
performance between the two models is much more severe than the one-class and four-class models.
Specifically, the overall mAP of the fine-tuned models is 26 percent lower than that of the target-trained
model, the insulators and bird nests being the biggest contributors to this difference. This may be due to
the nature of these objects. Specifically, the bird nest is always occluded by structures of the tower and
might be difficult to detect - even by humans. Conversely, the insulator is the largest object and stands
out from the other objects that are comparably small. This difference in size compared to all other classes
together with the class imbalance might potentially lead the model to emphasize object prediction at a
smaller scale. This shortcoming could be addressed by appropriately weighing the contributions of the
objects to the loss function. Figure 20 shows the predictions of the model on two sample test images
of the target dataset. The bounding boxes predicted by the model for different objects are shown in
different colors. The model is able to detect all the healthy disks, dampers, insulators, and a bird nest.
However, in the right panel of Fig. 20, the model misclassifies a flashed disk as healthy, which explains
its poor performance in detecting flashed disks on the target dataset (see Table 8).

Finally, we observe that the fine-tuned models perform significantly worse than the target-trained
models for the majority of the tasks, as seen in Table 6, 7 and 8, thus discouraging the use of pre-
training and fine-tuning. In order to further investigate this observation, we perform a sensitivity analysis
of the fine-tuned models.
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Figure 20: Predictions of YOLOv5 model trained from scratch on Task 3: Multiple object detection, on
test images of the target dataset (orange: insulator, red: healthy disks, green: Stockbridge dampers,
yellow: bird nest).

Table 8: mAP50 of YOLOv5 models for Task 3: Multiple object detection, on the target dataset

Object Trained from scratch Fine-tuned

Insulator 0.90 0.67
Disk (H) 0.77 0.70
Disk (F) 0.18 0.14
Disk (B) – –

Nest 0.87 0.48
Damper 0.71 0.50
Overall 0.68 0.50

Sensitivity analysis

In the previous results, we present the performance of the fine-tuned models that use 30% of the
target dataset for training. On the other hand, the model trained from scratch uses 70% of the target
dataset. It is common practice to use a smaller portion of the target dataset for fine-tuning and this is
one of the key advantages of using a pre-trained model. We perform a sensitivity analysis to examine
whether the amount of training data has any impact on the performance of the fine-tuned models. We
use 10%, 30%, and 70% of the target dataset for fine-tuning and recording the performance of the
models on the remaining images. Table 9 lists the object-wise mAP of these fine-tuned YOLOv5 models
and shows that even with 10% of the data, i.e., the eight images used for fine-tuning, the model has
mAPs of 0.63 and 0.7 for the insulator and healthy disk, respectively. This can be attributed to the large
size of insulators and the high frequency of healthy disks. The detection of rare classes is unsurprisingly
poor for small fractions of the target dataset used for fine-tuning but improves significantly with the
addition of more images. The last model in Table 9 uses the same number of images for fine-tuning as
the model trained from scratch. These two models differ only in the initial parameters before training, i.e.,
while the former starts with parameters learned from the reference dataset, the latter starts with random
initialization. A comparison of the two models (Table 8 and Table 9) reveals that the fine-tuned model has
poor performance compared to the target-trained model even when trained on the same images. We
observe the opposite behavior for the Faster RCNN, RetinaNet, and FCOS models across all tasks, with
approximately five points of improvement in mAP compared to the target-trained model. This difference
in behavior may be due to the different data processing pipeline of YOLOv5.

Figure 21 compares the performance of fine-tuned FRCNN and YOLOv5 models for Task 3 with
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Table 9: mAP50 of target-trained and fine-tuned YOLOv5 models trained with different fractions of the
target dataset for Task 3: Multiple object detection (TT: target-trained, FT: fine-tuned).

Object
0.1 0.3 0.7

TT FT TT FT TT FT

Insulator 0.74 0.63 0.70 0.67 0.90 0.82
Disk (H) 0.62 0.70 0.77 0.70 0.77 0.60
Disk (F) 0.04 0.08 0.07 0.14 0.18 0.19
Disk (B) – – – – – –

Nest 0.11 0.29 0.47 0.48 0.87 0.66
Damper 0.06 0.07 0.83 0.50 0.71 0.58
Overall 0.31 0.36 0.57 0.50 0.68 0.57

different fractions of the target dataset. YOLOv5 performs much better in the extremely low-data part
of the plot. This may be attributed to the data augmentation-heavy pipeline of YOLOv5, which adds
significant value with 40% and smaller fractions of datasets used for training. On the other hand, FRCNN
has very poor performance in the extremely low-data part and performs comparably with the YOLOv5
model when more data is available.

Figure 21: Test performance of FRCNN and YOLOv5 models (Task 3) fine-tuned with different fractions
of the target dataset.

3.2.2 Object detection and anomaly detection-based approach

In this section, we present an evaluation and comparison of FCDD models trained for data-abundant
and data-scarce scenarios, with different formulations. We then present the explanations provided by
the semi-supervised FCDD model for its predictions, followed by a discussion of the results and future
work.

Fault detection with data abundance

Unsupervised training of the FCDD model without any faulty samples provides an AUC of 0.5923
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for IDID, corresponding to a classification accuracy of 0.5735 for the optimal decision threshold. The
AUC and optimal accuracy increase to 0.7920 and 0.7172, respectively with the inclusion of only flashed
disks as anomalous data points during unsupervised training, i.e., without any ground truth anomaly
maps. This is a large improvement in performance, achieved with only 200 training images of flashed
disks, and underscores the significance of using real anomalies at the time of training. We also trained
models with both broken and flashed disks (without any ground truth anomaly maps), and observed the
AUC to be 0.7491, corresponding to an accuracy of 0.6889. This further demonstrates that FCDD can
learn from multiple types of anomalies in the training dataset, and deliver performance comparable with
learning from only one type of anomaly.

In the semi-supervised formulation, the FCDD model provides an AUC of 0.9091, and an accuracy of
0.8292, when trained and tested with only flashed disks as anomalous data points. This demonstrates
the advantage of using ground truth anomaly maps to inform the training process about the patterns
observed in faulty data – in a more explicit manner. Similar to the unsupervised formulation, we per-
formed semi-supervised training with both broken and flashed disks and obtained an AUC of 0.9040,
corresponding to an accuracy of 0.8266. This again demonstrates the capability of the FCDD model to
deliver comparable performance with multiple types of anomalies. It must be noted, however, that the
model can only differentiate between normal (healthy) and anomalous (faulty) data points, and cannot
identify the nature of an anomaly (flashed or broken).

Fault detection with data scarcity

In the data-scarce application, the unsupervised FCDD model trained without any real anomalies
provides an AUC of 0.7387 and an accuracy of 0.7051, which is considerably higher than the perfor-
mance in a data-abundant scenario. This difference may partly be attributed to the larger number of
images used to evaluate the models in data-abundant scenarios, which exposes the model to more vari-
ations in the images. The model trained with flashed disks as anomalies provides an AUC of 0.8495 and
an accuracy of 0.7608. This suggests that FCDD can leverage information about the anomalies in an
efficient manner, i.e., with only 6 anomalies, and provide a considerable improvement in the performance
of fault detection.

In the semi-supervised formulation, the FCDD model delivers an AUC of 0.8830, corresponding to
an optimal accuracy of 0.8061. This further highlights the value of using ground truth anomaly maps to
inform the training process about the specific patterns of faults.

Improving anomaly detection in data scarce scenario

We adopt two different methods of increasing the training dataset size to improve the performance
in data-scarce scenarios. In the first approach, we increase the number of training anomalies to cover
half of the total number of available anomalies. We perform this experiment in both the unsupervised
and semi-supervised settings. The AUCs of the models trained with 6, 14, 20, and 26 anomalies are
shown in Figure 22. The AUC of the unsupervised model without any training anomalies is also shown
for reference. We observe that both models provide a consistent improvement in performance with
more training anomalies. The semi-supervised models can also be seen to perform better than the
unsupervised models for all the cases. The model trained with 26 anomalies provides an AUC of 0.9193
and an optimal accuracy of 0.8337 with unsupervised training. The corresponding semi-supervised
model provides an AUC of 0.9363 and an accuracy of 0.8597.

In the above approach, the number of anomalies used for testing the model is different across the
scenarios. In order to maintain the same test images, and increase the number of training anomalies,
we further leverage data from IDID. Specifically, we use all images of flashed disks in IDID, in addition to
the 6 training anomalies, and train unsupervised and semi-supervised FCDD models. The unsupervised
model provides an AUC of 0.7940 with an accuracy of 0.7237, which is poorer than the corresponding
model trained with only 6 anomalies of SG dataset. The semi-supervised model provides an AUC
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Figure 22: AUC of FCDD models trained on SG dataset with different numbers of training anomalies.

of 0.8860 and an accuracy of 0.8123, which is only marginally better than the corresponding model
trained with only SG dataset. These observations suggest that in an unsupervised formulation, including
training anomalies from a different dataset hampers the learning process, while in the semi-supervised
formulation, the advantage gained from such anomalies is minimal. Moreover, we observe that the
patterns of flash-over of disks are similar for both datasets, suggesting that the poor performance might
be partly due to the high variation of colors in disks of IDID, compared to the SG dataset.

Explanations of FCDD

The explanations from an FCDD model are obtained by up-sampling the model’s output features (z)
to match the original image size, through a deterministic non-trainable Gaussian kernel-based approach
[125]. The up-sampled features (z̃) are then represented as a heat map to highlight the anomalous
regions predicted by the model. Figure 23 shows the explanations of the semi-supervised models on
sample test images for both datasets. For each dataset, Figure 23 shows six sample test images
(healthy in the left panel and faulty in the right panel), their explanations produced by the model, and
the corresponding ground truth anomaly maps. It can be observed that the explanations for the faulty
images match closely with the ground truth anomaly maps for the images from IDID. This suggests that
the model is able to localize patches of discoloration on the disks with very good accuracy. The model
also predicts anomalous regions on the disks that are not aligned with the ground truth anomaly maps.
The explanations for the healthy images, on the other hand, consistently contain anomalous regions
predicted by the model.

The explanations for the faulty images of the SG dataset are also well aligned with the ground truth
maps, although they exhibit slightly more deviation from the ground truth anomaly maps compared to
IDID. This can also be observed for the healthy images in this dataset. The qualitatively poor explana-
tions for the SG dataset compared to IDID can be corroborated by the difference in AUC and optimal
accuracy of the two models trained with these datasets. Although both models make false predictions,
i.e., spurious anomalous regions (on disks, as well as in the background), these predictions are aggre-
gated to decide whether the image is normal or anomalous. This aggregation and classification based
on the optimal threshold finally provides a very good accuracy.
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(a) Explanations for IDID (left: healthy, right: faulty).

(b) Explanations for SG dataset (left: healthy, right: faulty).

Figure 23: Explanations of FCDD models for IDID (data abundant) and SG dataset (data scarce), trained
in a semi-supervised manner. In each panel, the top, middle, and bottom rows show the original image,
explanations provided by the FCDD model and ground truth anomaly maps, respectively. The explana-
tions are shown as heat maps, with higher values (shown in red) representing a faulty pattern and lower
values (shown in blue) representing a healthy pattern.

4 Power transformers

This work focuses on the Dissolved Gas Analyses (DGA) data for transformer fault detection and diag-
nostics. The DGA analyzes the composition and concentration of gases dissolved in the transformer’s
insulating oil. The presence and relative quantities of specific gases, such as Hydrogen (H2) methane
(CH4), ethane (C2H6), ethylene (C2H4), and acetylene (C2H2). Furthermore, the analyses often use
gasses such as carbon monoxide (CO) and Carbon dioxide(CO2).

4.1 Methods for power transformer fault detection and classification

To train and validate a machine learning model or utilize any conventional method, we need a suffi-
cient amount of data and labeled data. We have obtained a Swissgrid data set of transformers with
84 samples. Since this data is small and insufficient to train models, we have requested data from
Fachkommission für Hochspannungsfragen (FKH). The company has granted us a large data set of
over 10,000 DGA samples. The data includes power transformers and other components, including
current and voltage measurement transformers, bushings, etc. After cleaning, we obtained a dataset of
3500 DGA samples of Swiss power transformers. Unfortunately, the data does not contain all the labels
and when labels are provided, they are not based on expert validation of the possible faults. This is
a major problem in the application of ML. In this work, we utilize conventional methods to obtain initial
labels. In the first step, we have developed most of the known conventional algorithms and compared
the obtained diagnostics results, i.e., labels. In the second step, we utilize these labels to train various
ML methods. Under labels, here we refer to the type of faults commonly defined for transformers:



50/70

• Partial discharges (PD): Discharges of the cold plasma (corona) type in gas bubbles or voids, with
the possible formation of X-wax in the paper.

• Discharges of low energy (D1): Discharges in paper or oil, with power follow-through, resulting in
extensive damage to paper or large formation of carbon particles in the oil, metal fusion, tripping
of the equipment, and gas alarms.

• Thermal fault, >700°C (T3): high-temperature fault without carbonization, >700°C.
• Thermal faults without carbonization, >700°C (T3-H): Extensive formation of carbon particles in

oil, metal coloration (800°C) or metal fusion (>1000°C).
• Thermal faults with carbonization, >700°C (T3-C): confirmation of high-temperature thermal issue

(above 700°C) with paper involvement in the fault (carbonization).
• Thermal faul without carbonization, 300<T<700°C (T2-0): confirmation of thermal issue, with a

temperature of 300 to 700°C but unlikely to involve solid insulation or paper carbonization.
• Thermal fault with carbonization, 300<T<700°C (T2-C): Confirmation of thermal issue with tem-

perature in the range 300 to 700°C, with a high likelihood of paper involvement (probability of 80
%, based on data from transformers showing faults in internal inspection).

• Thermal fault without carbonization, <300°C (T1-0): Thermal issue with expected temperature
<300 ◦C but without carbonization of solid insulation.

• Thermal fault with carbonization, <300°C (T1-C): Confirmation of thermal issue with expected
temperature <300°C but now with likely involvement of paper, showing carbonization.

• Stray gassing S of mineral oil at 120 and 200°C in the laboratory (S).

4.1.1 Conventional methods for power transformer fault detection and classification

The conventional methods use statistics to determine from a DGA to 1) identify the fault detection (Sta-
tus) and 2) perform fault diagnostics, i.e., identify the type of fault.

Fault detection

In [129], the Status of a transformer is defined as:

• Status 1: Low gas levels and no indication of gassing (Unexceptional DGA or healthy)
• Status 2: Intermediate gas levels and/or possible gassing (Possibly suspicious DGA)
• Status 3: High gas levels and/or probable active gassing (Probably suspicious DGA or faulty)

To identify the status of a transformer using DGA samples, we utilize reference values (limits) that
are statistically determined. In other words, we reference the 90th and 95th percentile of the gas con-
centrations in a dataset. More advanced approaches utilize additional data, i.e., the IEEE Std.C57.104-
2019 [129] uses 95th percentile values for absolute level change between successive laboratory DGA
samples (delta) and 95th percentile values from multi-point (3-6 points) rate analysis of laboratory DGA
samples (rate). Here, we have the 90th percentile limits provided by FKH available. In addition, we
calculate the 95th percentile for the 3000 DGA samples of Swiss transformers provided by FKH. Based
on these limits and the limits calculated (with more than 1 million DGA samples) in IEEE Std.C57.104-
2019 [129], we developed 4 methods to assess the state of health (Status) of a transformer:

• Method 1: uses only the 90th percentile from Fachkommission für Hochspannungsfragen (FKH)
data.

• Method 2: uses the 90th and 95th percentile from FKH (95th is calculate by us)
• Method 3: uses the 90th and 95th percentile from FKH and the delta and rate according to IEEE

Std. C57.104-2019
• Method 4: uses all limits according to IEEE Std.C57.104-2019 [129].

Methods 1 and 2 use only limits based on FKH percentiles. Method 3 is a hybrid and thus uses
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the 90th and 95th percentiles from FKH and the delta and the rate from IEEE Std.C57.104-2019 [129].
Method 4 uses only the IEEE Std.C57.104-2019 [129] algorithm for detecting the transformer Status
(Status1, Status2, Status 3).

Fault diagnostics (classification)

When Status 3 is identified we utilize a method for fault diagnostics (i.e., identify the type of fault).
We have developed the algorithms for the following methods:

• Duval triangle: The Duval triangle method is widely used for interpreting Dissolved Gas Analysis
(DGA) results in power transformers. It involves plotting the concentrations of different gases,
such as methane, ethane, and ethylene, on a triangular diagram to identify potential faults within
the transformer oil. Each triangle corner represents a specific fault category, allowing analysts to
visually assess the type and severity of potential issues, such as overheating, partial discharge, or
electrical arcing [130].

• Duval pentagons: The Duval pentagon is an extension of the Duval triangle, i.e., the relative
percentages of the five leading hydrocarbon gases analyzed by DGA are first calculated. There
are several variations of the method (Pentagon 1, Pentagon 2, and Pentagon 1+2), where some
variations include more fault types. Triangles and pentagons are very popular tools for DGA [131].

• Doernenburg ratios: The Doernenburg ratios method in DGA involves evaluating specific gas
ratios within transformer oil to assess potential faults. Named after Dr. Heinz Doernenburg, this
method focuses on the ratios of certain key gases, such as the methane-to-ethylene ratio, to iden-
tify and diagnose transformer-related issues. By analyzing these ratios, experts can gain insights
into the type and severity of faults, aiding in the proactive maintenance of power transformers and
enhancing the reliability of electrical systems [129].

• Rogers Ratios: The Rogers method is similar to the Doernburg ratios method. It uses three gas
ratios indicating five different types (cases) of faults, depending on the values of the ratios. The
limitation of the Rogers Ratios Method is that it cannot identify faults in a relatively large number
of DGA results (typically 35%) because they do not correspond to any of the ratios defined by the
method [129].

• IEC method: The IEC (International Electrotechnical Commission) method for DGA is a stan-
dardized approach used to assess the condition of power transformers. It involves measuring and
analyzing the concentrations of various gases in the transformer oil, such as methane, ethane, and
ethylene. Interpreting these gas levels, established ratios, and diagnostic criteria outlined in IEC
standards help identify potential faults, such as overheating, partial discharge, or electrical arcing,
allowing for timely maintenance and preventing catastrophic failures [132].

Methods 1 and 2 can be used for transformers and other components such as measurement trans-
formers and bushings. However, Methods 3 and 4 are only applicable to transformers, since the method
is based on IEEE Std.C57.104-2019 [129], which is developed specifically for power transformers.

4.1.2 ML models for power transformer fault detection and classification

Besides the fully connected feedforward neural networks (see Section 2.1.2), we have tested a large
set of machine learning methods: Decision trees, Naive Bayes Classifiers, Support Vector Machines,
Ensemble classifiers (Boosted Trees, Bagged Trees, RUSBoosted Trees).
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4.2 Results for power transformer fault detection and classification

In this section, we provide the results from the transformer fault detection and diagnostics obtained with
the conventional methods (Section 4.2.1) and ML models (Section 4.2.2).

4.2.1 Conventional methods

As described in Section 4 we are utilizing most of the conventional techniques to identify the state of
health of a transformer. First, we identify the Status of the transformer (healthy, suspicious, faulty) with
one of the four methods (Method 1, 2, 3, 4), and then for the potentially faulty transformers (Status 3)
we perform diagnostics (partial discharge, thermal fault, etc.). Here we will only show the fault detection
results from Method 1 and Method 4, and fault diagnostics results from Duval Triangle and Duval Petagon
1+2 for both the FKH and the Swissgrid datasets. The results for Method 2 and Method 3 are not
presented since these methods are similar with respect to the utilized percentiles and obtained results
with Method 1 and Method 4, respectively.

Results obtained for the FKH data: Method 1

Here, Method 1 is used to determine potentially faulty transformers, after which we apply the fault
diagnostics methods. Figures 24 and 25 show the classification of the faults according to the Duval
Triangle and Duval Penatgon 1+2, respectively. We observe that with both methods, the faults are
spread across all classification types, with a higher concentration of high-temperature thermal faults
and partial discharge. It is worth noting that Method 1, which uses the 90 percentile to determine
which transformers are potentially healthy (Status 1) and which are potentially faulty (Status 3), is a
conservative approach. It is possible that some of the transformers are actually suspicious (Status 2)
and only need more frequent observations.

Figure 24: FKH transformer fault diagnostics for Method 1 (potentially faulty transformers are determined
using the 90 percentile from the FKH data).

Results obtained for the FKH data: Method 4
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Figure 25: FKH transformer fault diagnostics for Method 1 (potentially faulty transformers are determined
using the percentile from the FKH data).

Here, Method 4 is used to determine potentially faulty transformers, after which we apply the fault
diagnostics methods. Figures 26 and 27 show the classification of the faults according to the Duval
Triangle and Duval Penatgon 1+2, respectively. We observe similar behavior as in the case of Method
1. The main difference is the number of data points classified as faulty, particularly in the case of label
T1-O (low-temperature thermal fault with oxidation). In other words, some data points in Method 4 are
classified as suspicious (Status 3), and Method 1 classifies them as faulty, which, in most cases, belongs
to the faulty class T1-O. Not that the 90 percentiles in Method 1 and Method 4 are different. The Method
1 percentiles are calculated from the FKH data, which comprises only Swiss transformers. The Method
4 percentiles are calculated using a large DGA dataset from North America (over 1 million samples).
Therefore, the percentiles are different, which affects the identification of faults. Unfortunately, we do not
know the true labels of the Swiss transformers, and therefore, we cannot check which method performs
better.

Results obtained for the Swissgrid data: Method 1

Here, Method 1 is used to determine potentially faulty transformers, after which we apply the fault
diagnostics (classification) methods on the Swissgrid dataset. Figures 28 and 29 show the classification
of the faults according to the Duval Triangle and Duval Penatgon 1+2, respectively. The Duval triangle
and Duval pentagon classifications show that the faults are concentrated in T1 (T1-O) and T3 (T3-H) fault
classes. These results indicate that there is a possibility of thermal faults without paper carbonization in
a small set of transformers. However, further examinations are required to confirm these findings.

Results obtained for the Swissgrid data: Method 4

Here, Method 4 is used to determine potentially faulty transformers, after which we apply the fault
diagnostics methods on the Swissgrid dataset. Figures 30 and 31 show the classification of the faults
according to the Duval Triangle and Duval Penatgon 1+2, respectively. According to Method 1 and
Method 4, 19 and 20 samples out of the 84 available, respectively, are determined to be potentially faulty.
In both methods, the Duval classification shows the faults are concentrated in T1 (T1-O) and T3 (T3-H)
fault classes. Although, very similar, the outcome of Method 4 is another 24 data points considered
suspicious (Status 3). In addition, we have analyzed the result for Method 2 (90 and 95 percentile
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Figure 26: FKH transformer fault diagnostics for Method 4 (potentially faulty transformers are determined
using the percentiles from the IEEE Std.C57.104-2019 [129]).

Figure 27: FKH transformer fault diagnostics for Method 4 (potentially faulty transformers are determined
using the percentiles from the IEEE Std.C57.104-2019 [129]).

from FKH) and found that only two samples are identified as potentially faulty, and 17 are suspicious.
Overall, these analyses show a significant difference between the fault detection results obtained with
the percentiles from Swiss transformers (FKH data) and those from North American transformers (IEEE
Std.C57.104-2019 [129]).
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Figure 28: Swissgrid transformers fault diagnostics for Method 1 (potentially faulty transformers are
determined using the 90 percentile from the FKH data).

Figure 29: Swissgrid transformers fault diagnostics for Method 1 (potentially faulty transformers are
determined using the 90 percentile from the FKH data).

4.2.2 ML models

The literature denotes the Duval triangle as the most accurate classical method for fault diagnostics [132,
133, 134]. Therefore, we use the labels obtained with the Duval triangle to train ML models. In fact, we
use Feedforward neural networks, Decision trees, Naive Bayes classifiers, Support vector machines,
and Ensemble classifiers (Boosted trees, Bagged trees, RUSBoosted trees). The best (high accuracy)
models are obtained with an Optimizable ensemble of Bagged trees using the Classification Learner in
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Figure 30: Swissgrid transformers fault diagnostics for Method 4 (potentially faulty transformers are
determined using the percentiles from the IEEE Std.C57.104-2019 [129]).

Figure 31: Swissgrid transformers fault diagnostics for Method 4 (potentially faulty transformers are
determined using the percentiles from the IEEE Std.C57.104-2019 [129]).

MATLAB [94]. We have trained four models, i.e., a separate model (Model 1, 2, 3, and 4) with the labels
obtained with each conventional fault detection method (Methods 1, 2, 3, and 4). The models are trained
on the FKH data set and applied to the Swissgrid data set for validation. The classification accuracy of
Model 1 and 2 is 100 %, while Model 3 and Model 4 underperform, with accuracy of 77 % and 64 %,
respectively. Figire 32 shows the confusion matrices for Model 1 and Model 4, respectively. We observe
that the healthy class and the thermal faults 1 and 3 are potential labels for the unhealthy samples in
both models. However, Model 4 has many misclassified samples revolving around the healthy class. On
the one hand, 8 healthy samples are misclassified as suspicious (Investigate). On the other hand, 10
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and 12 suspicious and thermal fault 1 samples, respectively, are misclassified as healthy. Therefore, we
recommend using only Models 1 and 2 on DGA data from Swiss transformers. Nevertheless, further
investigation, including comparison with the true labels is necessary for all models.

(a) Model 1

(b) Model 4

Figure 32: Confusion matrices for Model 1 and Model 4.

We suspect several reasons for the underperformance of Models 3 and 4:

• The Swissgrid data does not have transformer age and N2 and O2 measurements, which can have
a significant impact on the selection of the percentiles (look at Table 1 and Table 2 for the IEEE
Std.C57.104-2019 [129]).

• The labeling using the percentiles given by IEEE Std.C57.104-2019 [129] introduces variability.
Since our training data is small, it is likely that it does not have enough diversity compared to the
data used in the standard to derive these limits (more than 1 million samples). Therefore, our
models may not be able to discover all of the patterns.
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• There is no past data in the Swissgrid dataset; therefore, the IEEE method’s full potential (Method
4) is not utilized.

5 Conclusions

This project is aimed at component-level fault detection and diagnostics. Three components are consid-
ered in this project, and state-of-the-art machine learning and deep learning methods were used to per-
form fault diagnostics. The project used a host of data (current measurements, aerial images, and gas
concentration measurements) acquired by the industrial partner, other contributors, and open-source
data. State-of-the-art physics-based modeling, evolutionary algorithms, deep learning architectures,
probabilistic methods, and transfer learning were adopted to account for the characteristics of real-world
data such as incompleteness, uncertainty, variability, and limited dataset sizes.

The project results revealed that existing machine learning models can perform component-level
analyses accurately. Physics-based models that act as digital surrogates of the real-life system and
generate synthetic data for fault diagnostics were built. Popular neural network architectures such as
FNN, CNN, LSTM, and customized architectures were trained on the synthetic data and a compara-
tive study revealed that customized architectures could provide better performance. Uncertainty-aware
models could account for multiple sources of uncertainty, resulting in more robust models with better
deployment readiness. Computer vision-based object detection models were able to identify multiple
assets of interest in aerial images, and anomaly detection models were able to provide explanations of
regions that are considered to be faulty by the model. Finally, we applied conventional methods and ML
models for transformer fault detection and diagnostics. In the first step, we developed the most known
conventional algorithms and compared the obtained diagnostics results, i.e., labels. In the second step,
we use these labels to train ML models, which we applied to a test dataset. However, we could not
validate the results due to the lack of verified labels for the state of health of the transformers.

We have delivered three of the developed tools to the project partner Swissgrid AG: 1) Object detector
model that can be utilized to detect insulators from tower images; 2) Algorithm that encompasses all of
the relevant conventional methods for transformer fault detection and diagnostics from DGA data; and
3) Trained ML model for transformer fault detection and diagnostics from DGA data. These tools are
expected to be integrated into Swissgrid’s internal fault detection and diagnostics platforms.

6 Outlook and next steps

6.1 Power transmission lines

1. Model development and validation: The current models are developed by coupling physics-
based and deep learning methods. The physics-based model of a power line is developed and
calibrated using measured data. The deep learning models were developed using different archi-
tectures, which are trained with healthy and faulty data (synthetic) simulated with the physics-based
model. It is clear that the uncertainty in the physics-based model propagates into the trained mod-
els. This issue can be, to some extent, mitigated in the development of a robust physics-based
model, which needs to be developed and validated using not only healthy data but also data that
clearly represent fault intensity and location. Similarly, the training of the ML models can be per-
formed with a combination of synthetic data (produced by the physics-based model) and measured



59/70

data that represent faulty conditions.
2. Deployment of ADF models: The uncertainty-aware ADF (assumed density filtering) models

were observed to deliver the best performance in fault diagnosis. However, their deployment in real
life requires one to provide mean and variance as input to the model. With the lack of operational
data for different conditions available during the project, this was not possible to perform. However,
future studies that target this gap can be performed to evaluate the deployment readiness of ADF
models in the industrial sector.

6.2 Power transmission insulators

The current work has demonstrated the advantage of a purely object detection-based approach and a
two-stage (object detection and anomaly detection) approach. The following gaps still exist in the current
work, which can be addressed in future research:

1. Data completion: The object detection-based strategy has used openly available data for pre-
training the models. Some of the labels in this data are incomplete, which can affect the features
learnt by the models. In the future, the labels can be completed by manual efforts to improve the
quality of the data and hence, the performance of the resulting models.

2. Model updation: The current work has used the state-of-the-art models that were available at the
time of the study. However, the field of computer vision is one of the fastest evolving fields, with
better models rapidly appearing in the literature. For example, while we use YOLOv5 to train the
models, the latest version of this line of models, i.e., YOLOv8 has been shown to outperform its
predecessors. The current work has proved that these models can be used to perform multiple
object detection, and better models in the future can improve the performance in the future.

3. Inclusion of multiple assets: In addition to the insulator, the current work has aimed at detecting
bird nests and Stockbridge dampers. However, several other assets of interest, such as tower bars
exhibiting corrosion, vegetation encroaching into towers/lines and many more can, in principle, be
detected with the adopted approach. However, this will require the collection and labelling of data
to train the models. The current work has provided the motivation to conduct such an investigation
to automatically detect multiple assets from images, which can be explored in the future.

4. Domain adaptation: The current work has adopted transfer learning to leverage the learnt knowl-
edge from the reference dataset to the target dataset and found that this results in poor perfor-
mance. However, several other approaches, under the umbrella of domain adaptation, exist that
transfer the knowledge from one dataset to another. Future work can be directed towards ex-
ploiting domain adaptation to improve the performance of the models. This will translate to the
model trained on images collected in, for example, the summer (with coloured backgrounds) to be
adapted to images collected in the winter (with snow-covered, white backgrounds).

6.3 Power transformers

We have developed both conventional methods and ML models for fault identification and classification in
power transformers. The conventional methods are used to identify the state of health of the transformed
data. These labels are then used to train the ML models since the transformer data lack the true labels.
It is evident that the lack of validation data is a problem that needs further development. Future works
should focus on: 1) creating a dataset of Swiss transformers where the true labels are known; and 2)
accounting for the uncertainty in the measured DAG data and uncertainty in the labels when training ML
models. For the latter part, our preliminary research shows that methodological developments may be
needed.
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7 National and international cooperation

The project was carried out in cooperation with Swissgrid AG. They have provided the data for modeling
the power line from Avegno to Gorduno, which includes measurements of current at the endpoints and
parameters of the line. They have also provided aerial images of towers with insulators and concentra-
tions of gases in power transformers for fault diagnosis. Furthermore, we have established cooperation
on the gas concentration data with Fachkommission für Hochspannungsfragen (FKH) and discussed
relevant transformer fault detection and diagnostics methods.

The following members were involved in the research team at the Risk and Reliability Engineering
Lab, ETHZ:

1. Giovanni Sansavini (Associate Professor)
2. Blazhe Gjorgiev (Senior Scientist)
3. Laya Das (Postdoctoral Researcher)
4. Mohammad Hossein Saadat (Postdoctoral Researcher)
5. Ambra Van Liedekerke (Masters Student, ETH and Swissgrid)
6. Selina Merkel (Masters Student)
7. Jan-Simon Görtzen (Semester Student)
8. Manon Prarie (Student Assistant)
9. Tyler Anderson (Student Assistant)

10. Athina Nisioti (Student Assistant)
11. Javier Orive Soto (Student Assistant)
12. Adrien Mellot (Student Assistant)

The following members were involved from Swissgrid AG and FKH:

1. Etienne Auger (Head of Procurement Management Team, Swissgrid)
2. Evangelos Vrettos (Research and Development Manager, Swissgrid)
3. Martina Rohrer (Asset Portfolio Engineer, Swissgrid)
4. Marcelo Paiva Rodrigues (Asset Portfolio Engineer, Swissgrid)
5. Martina Kolpondinos (Research and Digitalisation Manager, Swissgrid)
6. Thomas Heizmann (FKH)

In addition to exploring ML models for fault detection and diagnostics, this project had synergies with
an activity at our project partner Swisshrid, where they are developing maintenance scheduling tools.
In fact, we supported the development of an optimal topological changes algorithm to be applied to the
very high-voltage Swiss power grid. This part of the work has been performed within Swissgrid AG by an
MSc student co-supervised by ETH Zurich. The work is published as an MSc thesis in the ETH research
collection [135].

8 Publications
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